CHAPTER 8

THE LAWYER’'SROLE IN ADVISING BUSINESSCLIENTS ON
CORRUPTION AND ANTI-CORRUPTION | SSUES

[The first draft of this chapter was written by EH@alma as a directed research and writing paperemd
Professor Ferguson’s supervisidih was subsequently revised and substantially espdrby Professor
Ferguson with Erin Halma’s assistancehe 2017 revisions were made by Dmytro Galdgan.
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1. INTRODUCTION

This chapter focuses on the role of lawyers instisg) their business clients to avoid corrupt &gtsheir
officers, employees and agents, and to advise thents on how to deal with allegations of corraptif
they arise. In particular, it will address the doling: identification of exactly who the client is a
corporation or other business organization; exaticinaof a lawyer's relationship with a client;
circumstances where a lawyer may encounter coaniptine duties lawyers owe to their clients in rega
to corruption; and the prevention of corruption the exercise of due diligence including compliance
programs and risk assessments.

This chapter will often refer to corporate lawyersorporate counsel. For the purposes of thistehaihe
term corporate lawyer refers to both in-house atelreal counsel acting on behalf of their busirdiests.
Also, this chapter focuses on the lawyer actin@ solicitor’s role (e.g. advising clients on legsdues
related to business transactions, negotiating aatity agreements, settling disputes, etc.). Bg/ér's
role as a barrister or litigator is dealt with mpreminently in Chapters 6 and 7 of this book.

2. ROLES OF LAWYERS IN BUSINESS

2.1 Multiple Roles

In the context of business law, lawyers have areasingly large role to play in anti-corruption qaiance.
Lawyers provide legal, and sometimes businesscadwa their clients. The critical distinction beewe
legal and business advice will be addressed laté¢his chapter. In providing legal advice, lawyars
“transaction facilitators” and are expected to ¢artd transactions in a way that complies withriflevant
laws, including laws prohibiting the offering oryiag of bribes! In addition to providing legal advice,
lawyers educate their clients on the law and on tmwomply with the law while achieving business
objectives’ Lawyers may act as internal or external investigatf an allegation of corruption is made
against a client.Frequently they will have to conduct or oversee diligence investigations prior to
closing certain transactions. Lawyers may act aspti@ance officers or ethics officers by creating,
enforcing and reviewing their client's compliana®gram? Lawyers may act as assurance practitioners
and conduct an assurance engagement on the edfeetiy of the organization’s control procedures,
discussed more fully below in Section 6.2.3, itéth Finally, some lawyers may be in the positioraof
gatekeeper in the sense that, by advising theintchn the illegality or potential illegality of@oposed
transaction and refusing to do the necessary leget for the transaction, they may prevent theierd
from breaching the law. In each of these roles|atwyer may come face to face with issues of cdioap

2.2 Who Is your Client?

Lawyers owe various duties to their clients. Tdifiithose duties, the lawyer must of course knolovthe
client is. In most cases, the client’s identitgédf-evident. If either Mr. Smith or Ms. Brown hira lawyer
to buy a house for him or her, it is clear who thent is. However, in the business world, the rdiies

1 Sarah Helene Duggin, “The Pivotal Role of the GaheCounsel in Promoting Corporate Integrity andbfssional
Responsibility” (2006-2007) 51 Saint Louis ULJ 108¥41006 (HeinOnline)Duggin’s article provides an examination of the
different roles in-house counsel play in a corgorat

2 lbid at 1005.

3 |bid at 1008. Dealt with more fully in Chapter 6, Segtib?2 of this book.

4 bid at 1011-12.
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8-4 THELAWYER'SROLE IN ADVISING BUSINESSCLIENTS

usually an organization, not an actual person. rilagsies are usually conducted under one of the many
forms of business organizations, which include:

e Incorporated companies (both for-profit and nonfipend including special corporate structures
such as universities, hospitals, municipalities anidns);

Unincorporated associations or societies;

Sole proprietorships;

Partnerships; and

Trusts (e.g. pension fund trusts, mutual trustsraatiestate investment fund trusts).

In this chapter, | will focus only on incorporategimpanies, both for simplicity and because incaatsat
companies are the most prevalent business forrméet commercial entities of any significant size.

In common law countries (and some civil law cowesjia corporation is a separate legal entity. While
treating the corporation as a person is a legtbficit nonetheless means the corporation cansatlegal
entity. For example, it can own property, enteo itdintracts for goods and services, hire and firgleyees
and sue or be sued by others. Most importantlglsit means the corporation has limited liabilifythie
corporation fails financially, the individual owrseand/or shareholders are not personally liableHer
debts of the corporation. The legal authority floee factions of a corporation is vested in the baxrd
directors. Thus, when a lawyer is hired by a caipon, the lawyer’s client is the corporation whose
authority and ultimate directions come from therdoaf directors. While a lawyer may operationally
receive instructions from and interact with semmnagement, including CEOs and CFOs, the lawyer’s
client is still the corporation (i.e. the corporatetity that speaks through its board). The lavoxees his
professional duties to the corporation, not to @emanagement, the CEO, the chair of the board, or
individual owners or shareholdérs.

2.3 In-House Counsel and External Counsel

There are two primary relationships a lawyer mayehaith his or her business client: in-house colose
external counsel. External counsel are not empkgéthe client; they operate independently andiadiy
have multiple clients. The employment of lawyersmaBouse counsel has largely developed over the pa
75 to 100 yearsMore than forty years ago, Lord Denning descrithetiposition of in-house counsel in
the legal profession as follovis:

Many barristers and solicitors are employed as legal advisee wime, by a single
employer. Sometimes the employer is a great commercial condeathéy times it is a
government department or a local authority...In every case thesleaddgsers do legal
work for their employer and for no-one else. They are paidbydees for each piece of
work, but by a fixed annual salary. They are, no doubt, servan agents of the
employer...They are regarded by the law as in every respect gate position as those
who practice on their own account. The only difference is tlest &lct for one client only

5 American Bar Association (ABAModel Rules of Professional Condu2016 ed, Rule 1.13(a), online:
<http://www.americanbar.org/groups/professional_oesgbility/publications/model_rules_of professiomainduct/model_rules
of professional conduct_table of contents.hirRlederation of Law Societies of Canada (FL9)del Code of Professional
Conduct(Ottawa: FLSC, 2016), Rule 3.2-3, onlinéitkp://flsc.ca/wp-content/uploads/2014/12/Model-Eas-amended-march-
2016-FINAL.pdf. In discussing the duties to clients and ethitdilgations that a lawyer owes to clients in the&iian context,
reference will be made to the FLSC Model Code aféssional Conduct. This is a model code rathen tha code that binds
lawyers; however, it includes a comprehensive assest of the general rules that lawyers in Canaeagpected to abide by.
Provincial Law Society websites can be accessedédtailed information on each province’s Code afféssional Conduct.
6 “|_egal Profession” (1985) 11 Commonwealth L Budi29at 974 (HeinOnline). See also John C. CofftstekeepersThe Role
of the Professions in Corporate Governa©xford University Press, 2006) at 194
7 Crompton Amusement Machines Ltd v Commission db@ssand Excise (No. 4),972] 2 QB 102, 2 All ER 353 at 376 (CA).
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and not for several clients. They must uphold the same stinofanonour and of etiquette.
They are subject to the same duties to their client and to the they must respect the
same confidence. They and their clients have the same privileges.

The above description of in-house counsel remaameiglly accurate. The number of in-house counsel
compared to external counsel continues to grovinolnse counsel constitute 10 to 20 percent of miagti
lawyers and they have an active professional aaogiin Canada called the Canadian Corporate @buns
Associatior? While many corporations have in-house counsebraaration will often turn to external
counsel for highly specialized legal areas or figdtion. Some smaller corporations have no indsou
counsel. They refer all their legal work to onenaore external law firms. While the balance of work
between in-house and external lawyers is oftefuin ¥Woolley et al describe some attractions ofduse
counsel

Companies have found it valuable to have dedicated legal expegident within their

walls, with professionals who know both the law and thgawization intimately. Hiring

corporate counsel can also be far more cost-efficient than bwitsgle law firms on a case-
by-case basis. For many lawyers, in-house practice can offer rif@nsal attractions of
interesting work, a lifestyle often perceived as more accommagdgtam that offered by
private practice, greater job security, and significant financialamwhrough both

substantial salaries and the chance to participate in the succéss ampany through
compensation plans that include stock options.

While in-house lawyers have the same general dasexternal lawyers, their status as an emplofyge o
corporate client can raise professional issuedniagicareful consideration. In particular, it issential for
in-house counsel to expressly indicate to the gatpm whether they are giving business adviceppssed
to legal advice. This distinction is very importafdr example, in claims of legal privilege (dissad

below).

Difficult issues around solicitor-client privilegend conflict of interest may arise more frequeifdlyin-
house counsel than external counsel. For examphenaber of the upper management in a company may
seek out the advice of in-house counsel on a matteorporate busined$That person may mistakenly
believe there is a degree of confidentiality cavgtihe conversation. However, the in-house counss
feel duty-bound to immediately disclose those seghi confidential conversations to the board of
directors. In addition, the role of in-house codmeay involve advising the board of directors odiau
committee on acts or omissions of the officers apder managers of the organization with whom the
lawyer works and from whom the lawyer regularlyaiges directions! Legally and ethically, in-house
counsel’s client is the corporation, but as a pcattnatter, in-house counsel are hired by andvedegal
advice requests from officers or upper managenkR@porting on some or all matters to the Board of
Directors may greatly strain the relationship betwéhe lawyer and company officéfs.

8 Canadian Corporate Counsel Association, onliéips//www.ccca-accje.org/

9 Alice Woolley et al Lawyers' Ethics and Professional Regulat{eexisNexis Canada, 2012) at 427.

10 Out of 70 general counsel surveyed by DeloitteoserCanada, 68% indicated that members of legairttepnt in their
organization are required to spend time with bussinits or in the front line of the business. Bekitte, Spotlight on General
Counsel(2015), at 4-5, online: tps://www?2.deloitte.com/content/dam/Deloitte/cadDments/finance/ca-EN-fa-2015-General-
Counsel-Survey-AODA.pdH.

11 sarah Helene Duggin, “The Pivotal Role of the Gahé&ounsel in Promoting Corporate Integrity andf@ssional
Responsibility” (2006-2007) 51 Saint Louis ULJ 10441004 (HeinOnline).

12 william Alan Nelson I, “Attorney Liability undethe Foreign Corrupt Practices Act: Legal and Ethichallenges and
Solutions” (2008-2009) 39 U Mem L Rev 255 at 272ittDnline).
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8-6 THELAWYER'SROLE IN ADVISING BUSINESSCLIENTS

Another concern for in-house counsel in respedaitbfully fulfilling their professional legal duts, and
in particular their duty to act objectively and @pdndently, has been referred to as the problem of
“cognitive dissonance.” Woolley et al explain aidas:*®

Further, in-house lawyers have to be especially aware of the clesletog their
independence, and the phenomenon described as “cognitive dissdn&n many legal
ethics experts have noted, in cases of client misconduct, lawyefe'ssional norms of
client loyalty often conflict with personal norms of honeahd integrity. To reduce the
“cognitive dissonance,” lawyers will often unconsciously disnais discount evidence of
misconduct and its impact on third parties. This becomes eeea ofi a problem when
lawyers bond socially and professionally with other employaesluding senior
management. The more a lawyer blends into insider culture réadeg the pressures to
conform to the organization’s cultural norms. That can im leed lawyers to underestimate
risk and to suppress compromising information in otdgureserve internal solidarity. In
the long run, this dynamic can create problems for everyommtgllose access to
disinterested advice; lawyers lose capacity for independent gritggnd moral autonomy;
and the public loses protection from organizational misconticile this is a problem for
all lawyers, the challenge is especially strong for corporate ebukithough the financial
and other consequences of terminating a relationship witha signt can be significant
for lawyers in law firms, they pale in comparison to thesemuences faced by an in-house
counsel who is in essence walking away from their job and fimaincial security. The
pressures — personal and professional — are enormous.

2.4 The Lawyer as a Corporate Gatekeeper

The term gatekeeper in the world of business gépeaefers to an outside or independent monitor or
watchdog* A corporate gatekeeper is someone who “screenfslflaws or defects or who verifies
compliance with standards or procedur@s¥’ corporate gatekeeper will normally have at |east of two
roles: (1) prevention of a corporate client’'s wrdamg by withholding their legal approval from axts
that appear illegal and/or disclosing such actibmise client does not desist from those actioms] €2)
acting as a “reputational intermediary” who assumesstors of the quality of the message or sigeat
out by the corporatiotf. It has been suggested that there are four elenievitéved in gatekeepers’
responsibilities?

(1) independence from the client;

(2) professional skepticism of the client’s repreagons;

(3) a duty to the public investor; and

(4) a duty to resign when the [gatekeeper’s] iritggvould otherwise be compromised.

Gatekeeping is “premised on the ability of profesais to monitor and control their client's condtiét
Failure to do so can result in gatekeeper liabillgme scholars consider auditors, attorneys andises
analysts to be the primary gatekeeping professiblosvever, the legal profession generally seeks to

13 Alice Woolley et al Lawyers’ Ethics and Professional RegulatihexisNexis Canada, 2012) at 428. See also DeliRhalde

& Paul Paton, “Lawyers, Ethics, and Enron” (200228 Stan JL Bus & Fin 9 at 20 (HeinOnline). Taiticle uses the Enron
scandal as an example of how counsel reviewirgntswork could have been viewed as contrary togasibnal ethics. However,
no action was taken against the firm for breacétbical duties.

14 John C. CoffeeGatekeepersThe Role of the Professions in Corporate Governg@odord University Press, 2006) at 2.

15 |bid.

16 bid.

17 John C. Coffee Jr, “The Attorney as Gatekeeper: Agenda for the SEC” (2003) 103 Colum L Rev 1296
at 1299 (HeinOnline). These four elements alsan@ete responsibilities of securities lawyers peang in front of the SEC.

18 Andrew F. Turch, “Multiple Gatekeepers” (2010)\8a L Rev 1583 at 1584 (HeinOnline).
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distance itself from the view that lawyers are gaépers, promoting instead the view that the laisyete

is to facilitate transactiort$.Since legal liability may extend to gatekeeperstfir failure to advise a
corporation appropriately or to disclose illegadliegs, the legal profession resists the labekdékeeper.
Being a gatekeeper, with the attached obligatioprofecting the public from potential harm causgd b
clients, runs contrary to the traditional role loé fawyer as a committed and loyal advocate foclieat's
interests and a guardian of the confidentialitydaen lawyer and client. Regulators and the legsbgsion
disagree over whether lawyers should play a gapehgeole in certain large corporate affairs. Oa time
hand, the government has an obligation to regtitete&orporate arena to prevent widespread publit ha
and, on the other hand, the legal profession hastarest in upholding the legal duties of confitility
and loyalty to their clients.

Nonetheless, in some contexts lawyers are considgtekeepers. The strongest argument for the tsvye
role as a gatekeeper has arisen in the contexteogécurities and banking sectors in the US, irchvhi
lawyers facilitated the questionable or illegal &gbur that lead to major stock market collapsestarm

to the economy and public. The US Congress desttidweyers as gatekeepers in the sense of “[p]rivate
intermediaries who can prevent harm to the seesritiarkets by disrupting the misconduct of theent!
representatives?® If corporate lawyers are seen as transaction eeginrather than advocates for their
clients, this strengthens the argument that (socoeporate lawyers may have a gatekeeping ole.
Litigators are not generally in the same positityey are approached on @x postasis, i.e. after trouble
has arisen, and are by definition advocates foir ttleents. However, corporate lawyers that provide
services on aex antebasis are described as “wise counselors who ggatte their clients toward law
compliance’? In that sense, they may be seen as having aarplay in ensuring that all transactions they
assist and advise comply with the law.

The key debate centers on the question of whetirpocate lawyers have or should have a duty tortepo
their client or employer to market regulators witeat client or employer refuses to comply with k.
As noted, the primary arguments against assigringers the role of corporate gatekeeper (i.e. retyi
disclosure of client wrongdoing) are that (1) tbkerof gatekeeper destroys the duty of confidettiahd
loyalty owed by a lawyer to his or her client, g&4l it will tend to have a chilling effect on fudind open
solicitor-client communication®. These risks exist where gatekeepers must reportgdoing externally
rather than simply withhold their consent and wittvd from representation. Critics of the impositioin
gatekeeper obligations on lawyers also opposedite that lawyers owe a duty to anyone aside frain th
clients and the courts, since additional duties imayat odds with the interests of clieffté\cting as a
gatekeeper, the lawyer is put in a potentially aslweal position with their client. This diminishése
lawyer’s ability to effectively fulfill his or heessential role of “promoting the corporation’s cdianpce
with law.”? The American Bar Association Task Force on Corgoresponsibility found that lawyers are
not gatekeepers in the same way that auditor®are:

Accounting firms’ responsibilities require them to expressraal public opinion, based
upon an independent audit, that the corporation’s finan@&draents fairly present the

19 John C. CoffeeGGatekeepersThe Role of the Professions in Corporate Governg@odord University Press, 2006) at

20 Sung Hui Kim, “Naked Self-Interest — Why the Ledalofession Resists Gatekeeping” (2011) 63 Fla & R&l at 131
(HeinOnline).

21 John C. CoffeeGatekeepersThe Role of the Professions in Corporate Governg@ogord University Press, 2006) 292.

22 |bid.

23 John C. Coffee Jr, “The Attorney as Gatekeeper: Agenda for the SEC” (2003) 103 Colum L Rev 1296
at 1296 (HeinOnline).

24 Sung Hui Kim, “Naked Self-Interest — Why the Ledalofession Resists Gatekeeping” (2011) 63 Fla & R&l at 132
(HeinOnline).

25 American Bar Association, “Report of the Ameriddar Association Task Force on Corporate Respoitgibf2003-2004) 59
Bus Law 156 at 156 (HeinOnline).

26 |bid.
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corporation’s financial condition and results of operationganformity with generally
accepted accounting principles. The auditor is subject to standesijned to assure an
arm'’s length perspective relative to the firms they auditohtrast...corporate lawyers are
first and foremost counselors to their clients

The American Bar Association also asserts that éagvglo not have an obligation or a right to diselos
reasonable doubts concerning their clients’ disoles to the Securities and Exchange CommisSion.

If corporate lawyers are considered gatekeepekt,least partial gatekeepers, it should be reezegtihat
the extent of influence they can or will practigadixert on a corporation can vary. The employment
relationship between in-house counsel and theintlampens the lawyer’s independence from thieintcl
The practical ability of in-house counsel to givemelcome but objective advice may be lessened &y th
existence of internal reviews of counsel and presom senior managers, as well as reprisalsiféas
refuse to provide legal approval for a transactf@®ince the legality of certain conduct may be grather
than black or white, in-house counsel may constyoas unconsciously tend to approve grey areas in
circumstances where an external counsel may not.

However, external counsel may also feel pressuappove grey-area transactions due to the desire t
maintain the corporation as a client, especiallh#t corporation comprises a significant portiérheir
billing. Additionally, as the role of in-house cagh expands and less transactional business gaegyth
external counsel, external counsel may have lepsramity to discover and put a stop to corrupt or
unlawful practices. Although in-house counsel aldyhave less professional independence than eattern
counsel, they may be able to exert greater inflaener corporate officers and directors becausbhenf
working relationship and the ability of corporatioie shop for another law firm if unhappy with ddvice

or lack of cooperation of their current externay frm.2°

A different aspect of a gatekeeper’s role is the afstheir reputation to assure the marketplace ttie
corporation is abiding by various rules and regoiet. External law firms are arguably better suitethis
role than in-house counsel. In-house counsel \&iliegally have less credibility in acting as a rapanal
intermediary, since they are seen as too closslycéted with their company to provide an objectine
impartial assurance to the marketpléte.

At present, it seems that corporate lawyers intBeUK and Canada are not gatekeepers in the saye w
auditors are, since lawyers generally do not hagtatg to report a client’s past wrongdoing or aydat
report a client’'s planned crimes unless death dos® bodily harm to others is reasonably imminent.
(These disclosure exceptions are discussed in detad in Section 3.4 below.) They do, however,éhav
duty not to assist in breaching the law. If aske@ngage in illegal transactions, they are undduitg to
withdraw as counsel.

Even if lawyers are not gatekeepers in the sereatiditors are, counsel often have the influemzk a
ability to alter an organization’s direction anadpose a plan of action that achieves a client'ecibje
without illegality®* While both in-house and external counsel mustneato illegal methods of achieving

27 American Bar Association, “Statement of Policy ftled by the American Bar Association Regarding Resibilities and
Liabilities of Lawyers Advising with Respect to tBempliance by Clients with Laws Administered by Becurities and Exchange
Commission” (1975) 31 Bus Law 543 at 545.

28 bid.

2% Sarah Helene Duggin, “The Pivotal Role of the Gahe&ounsel in Promoting Corporate Integrity andfssional
Responsibility” (2006-2007) 51 Saint Louis ULJ 10441004 (HeinOnline).

30 John C. CoffeeGatekeepersThe Role of the Professions in Corporate Governg@egord University Press, 2006) 495.

31 Sarah Helene Duggin, “The Pivotal Role of the Gah&ounsel in Promoting Corporate Integrity andf@ssional
Responsibility” (2006-2007) 51 Saint Louis ULJ 1QB#inOnline).
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the client’'s objectives, they are entitled and expg to attempt to accomplish the client’'s objediv
through alternative legal means.

3. LEGAL AND ETHICAL DUTIES OF LAWYERS

All lawyers owe certain duties to their clients.thre case of a corporate client, fulfilling thosdids may
sometimes be challenging. Although an incorporatmdpany has the legal status of a person, it cannot
physically act on its own; instead, the corporatiots through its officers, employers, directogerds and
shareholders. This may create tension, as indivahehcorporate interests do not always align. #orate
lawyer works with any number of officers, employedisectors, agents and shareholders, but the Igsvye
ultimate duty is to the corporation itsétfAs in-house counsel are employees of the corparatiey have
duties to their corporate employer, but also dutietheir corporate client as the client’s lawylake in-
house counsel, external counsel’s client is thpam@ation, not an individual director or officer.i$lpart of
the chapter will briefly discuss four of the legal ethical duties that lawyers, whether in-housxternal,
owe to their clients and how they can come inty jilathe context of corporate corruption. In thesio
general sense, a lawyer’s duties to a client irevaghtegrity and competence. Integrity includes lsbye
trustworthiness, candor, loyalty, civility, adheterto rules of confidentiality and avoidance offtiots of
interest while vigorously serving the client’s sthinterests within the limits of the law.

3.1 Conflicts of Interest

A conflict of interest results from the existendeaofactor(s) that materially and adversely affeibis
lawyer’s ability to act in the best interests of bi her client® Generally, there are two main categories of
conflicts of interest: client conflict and own inést conflict. Client conflict occurs when two bétlawyer’s
clients have interests that are at odds with e#twér oClient conflict will normally only arise witbexternal
counsel, not in-house counsel. Of course, in-haos@sel may raise the issue if he or she thinksthiea
external lawyer acting for the company has a cleemflict. Own interest conflicts occur when a lar'g
interests are at odds with that of a client. Taiter genre of conflicts of interest requires\ayar to avoid
placing his or her own interests before the intsreghis or her clients. In order to avoid the egmance of

a conflict of interest, lawyers must avoid takimdgeeping clients whose interests are adversetenfially
adverse, to their own.

The rationale for a lawyer’s duty not to proceethva case in the face of a conflict of interesbfien
explained by reference to a broader duty — the éaisyduty of loyalty to a client. As Proulx and ltag

32 The duty to shareholders fluctuates with the dider makeup. For example, when one shareholdds fadl the shares of a
corporation the corporate lawyer owes a complety thuthat shareholder. However, if a shareholddy dield one share of
millions, the lawyer would not owe the individuélaseholder a duty, but rather the shareholdersidwée.

33 American Bar Association (ABA),Model Rules of Professional Conducf016 ed, Rule 1.7(a), online:
<http://www.americanbar.org/groups/professional_oesgbility/publications/model_rules of professiomanduct/rule_1 7 ¢
onflict_of interest_current_clients.htl Solicitors Regulatory Authority (SRABRA Code of Condu¢2011), c. 3, online:
<http://www.sra.org.uk/solicitors/handbook/welconemp>; Federation of Law Societies of Canada (FLSKpdel Code of
Professional ConducfOttawa: FLSC, 2016), Rule 1.1-1, onlinehttp://flsc.ca/wp-content/uploads/2014/12/Model-Eas-
amended-march-2016-FINAL.p=fR v Neil 2002 SCC 70 at para 31, [2002] 3 SCR 631.
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state: “The leitmotif of conflict of interest isd¢tbroader duty of loyalty. Where the lawyer’s dotyoyalty
is compromised by a competing interest, a confiféhterest will exist®* And, as Graham noté3:

Lawyers have an overriding duty to be loyal to their clieats] this duty of loyalty is
undermined where lawyers act in cases that involve undisclosdittsoof interests. As a
result, lawyers are generally prohibited from acting in casedvimg undisclosed conflicts
of interest.

If the basis of the rules regarding conflicts of interestta#p be explained by reference to
an overriding duty of loyalty, it should be noted ttret word “loyalty,” when used in the
context of lawyer’s conflicts of interest, bears an unusual imgar{A] lawyer need not
agree with his or her client’s position, nor even hope tietclient succeeds in achieving
his or her legal objectives...The lawyer may represent a clienteypastion the lawyer
abhors, or a client whose specific legal project the lawyer cossigenoral.[...] As a
result, the lawyer may be unlikely to characterize his or hemfgelioward the client as
feelings of “loyalty.”

Such cases reveal that the lawyer’s duty of loyalty doesulgtimply loyalty to the client,
or even loyalty to the client’s legal objectives. Instead, theydaws loyal to his or her
position as the client’s legal adviser. If the lawyer fulfifie role of legal counsel, the lawyer
will act as though he or she is loyal to the client. In tgdliowever, the lawyer’s loyalty is
to the job of lawyering. The lawyer’s loyalty to histogr profession can be explained by
reference to the lawyer’s interests in (1) promoting accegsstice by fulfilling a social
role that the lawyer believes to be important; (2) promokiisgor her own professional
reputation as a skilled and zealous advocate; and (3) receivingféegafor services
rendered.

Conflicts of interest may arise for corporate lavgyi@ many aspects of their practice unrelatedtawerns

of corporate corruption. But when an allegatiowliscovery of corruption in a client’s businesstfagses,
there is potential for a conflict of interest. Fexample, if a lawyer is working for two corporatimoth

of whom are alleged to have been involved in theesaorrupt scheme, the two companies’ best interest
may be in conflict with one another (e.g. one conypaay agree to cooperate with the prosecution and
testify against the other company). In such cirdamses, the lawyer cannot continue to act for bbémt
companies®

It should also be noted that the restriction adansng for two or more clients with opposing irgsts also
restricts lawyers from acting for a corporation Mtacting personally for the CEO or other senidici
connected to the corporation. A somewhat relateidatduty for corporate counsel arises when tieasm
allegation of corruption in respect to a corpomient. The corporate lawyer’s client is the cogian.
The corporation’s best interests may be in conflith the interests of senior officers of the comp#
those officers are allegedly involved in the cotimpin some active or passive way. Any admissinase

by senior officers to corporate counsel are notilpged nor confidential. It would be unethical nmy
opinion — showing an absence of integrity — foroaporate lawyer to allow a senior officer to make
statements damaging to that officer without firsirming the officer that the lawyer is not, and aatrive,
the officer’'s lawyer and that any statements to ltveyer are not confidential or privileged and may
subsequently be used against the officer.

34 Michel Proulx and David Laytorgthics and Canadian Criminal Lagoronto: Irwin Law, 2001) at 287.

35 Randal Grahamlegal Ethics: Theories, Cases, and ProfessionaluRdign, 3rd ed (Toronto: Edmond Montgomery
Publications, 2014) at 321-322.

36 Federation of Law Societies of Canada (FLI@)del Code of Professional Condy@ttawa: FLSC, 2016), Rule 3.4-5(c),
online: <http://flsc.ca/wp-content/uploads/2014/12/Model-Ea$-amended-march-2016-FINAL.pdf
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The conflict between advising the corporation actihg for senior officers creates difficulties baesa a
corporation can only act through its officers antpbyees. The corporation and its internal couasel
disadvantaged in determining the facts of a cais& ¢brporate actors (the senior officers) doauutperate

in supplying information. It may be possible toigate this problem through various means. For examp
the corporation could agree to indemnify the offif@ his or her independent and separate legal ifee
exchange for cooperation. In doing so, attentiorstning paid to problems of maintaining privilege, as
referred to above, and outlined in detail below.

Other concerns can arise in regard to “own interesflicts”, especially for in-house counsel dudtte
very nature of their employment relationship witleit corporate client. Since in-house counsel are
employees of the organization, they may benefarfaially from any lucrative deals the organization
makes¥’ In addition, in-house counsel may fear being saembstructionist if they vigorously oppose
business activities on legal grounds (especiably tggal grounds). In-house counsel work daily wiplper
management officers and this can affect their ighith be fearlessly objective in delivering legdvice

that may be unwelcome to their client’'s senior aaffs. As noted earlier, in-house counsel have to be
especially aware of these types of challengesdio finofessional duty to act objectively and indegently

(i.e. the phenomenon of cognitive dissonance).

Finally, although not specifically related to cgation and conflicts of interest, it is worth notitigat
conflicts of interest can arise when a lawyer ardri her firm acts for a corporation and the lanseamwes
as a director of the corporatiéhConflicts may occur in this situation becausedbal roles may (1) affect
the lawyer’s independent judgment and fiduciaryigattlons, (2) make it difficult to distinguish beden
legal and business advice, (3) threaten soliciieritprivilege, and (4) potentially disqualify thewyer or
law firm from acting for the organizaticf.

3.1.1 US Rules on Conflicts of Interest

In the following sections, in both Canada and tt& Urefer to the model rules of professional cantdu
These rules are “proposed” model rules. They atdimaling in themselves. Rather, the rules of cahdu
laid down by the state or provincial law sociefies. the body which has the power to regulate Ea)y
are binding for lawyers. It is these latter ruldsich lawyers must follow, but in general, the Statavince
rules of professional conduct reflect the contdrihe model rules.

The American Bar Association Model Rules of Praofasal Conduct contain rules regarding conflicts of
interest. Rule 1.7 of the ABA’s model rules stdfes:

(a) Except as provided in paragraph (b), a lawyer shall not represatient if the
representation involves a concurrent conflict of interest. Awweant conflict of interest
exists if:

(1) The representation of one client will be directly adverse tthanalient; or

(2) There is a significant risk that the representation of one are rolients will be
materially limited by the lawyer’s responsibilities to arastilient, a former client
or a third person or by a personal interest of the lawyer.

37 William Alan Nelson Il, “Attorney Liability undetthe Foreign Corrupt Practices Act: Legal and Ethichallenges and

Solutions” (2008-2009) 39 U Mem L Rev 255 at 27@ittDnline).

38 Federation of Law Societies of Canada (FLS@)del Code of Professional Cond{@ttawa: FLSC, 2016), Commentary to

Rule 3.4-1, para 11(e), onlineh&p://flsc.ca/wp-content/uploads/2014/12/Model-Ea$-amended-march-2016-FINAL. pdf

391bid.

40 American Bar Association (ABAModel Rules of Professional Condu2016 ed, Rule 1.7, online:

<http://www.americanbar.org/groups/professional_oesgbility/publications/model_rules_of professiomainduct/model_rules
of professional_conduct_table of contents.html
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(b) Notwithstanding the existence of a concurrent conflict of inteneder paragraph (a), a
lawyer may represent a client if:

(1) The lawyer reasonably believes that the lawyer will be ableotade competent and
diligent representation to each affected client;

(2) The representation is not prohibited by law;

(3) The representation does not involve the assertion of a chaiomé client against
another client represented by the lawyer in the same litigatiother proceedings
before a tribunal; and

(4) Each affected client gives informed consent, confirmed innagriti

3.1.2 UK Rules on Conflicts of Interest

The UK Solicitor Regulations Authority Code of Caradl (SRA Code) restricts lawyers from acting when
there is “a conflict, or a significant risk of cdinf, between you and your client? Also, “if there is a
conflict, or significant risk of conflict, betwedwo or more current clients”, lawyers are restdcteom
acting for all of the clients, subject to a few eptions?? The SRA Code outlines various systems that
lawyers should have in place to ensure they makmsklves aware of any conflicts or potential cotli
and deal with them accordingly. The SRA Code, itcOme 4.3, explains that if a lawyer is working for
multiple clients who are in conflict with each othmder one of the allowed exceptions, a lawyenty of
confidentiality to one client takes precedence dlverdlawyer’s duty to disclose to the opposingrulfé

3.1.3 Canadian Rules on Conflicts of Interest

In Canada, the general rule in regard to confliétgterests is set out in the Federation of Lawi&y's
Model Code of Professional Conduct (FLS Model Coddg 3.4-1%*

A lawyer must not act or continue to act for a client where tiseaeconflict of interest,
except as permitted under this Code.

Conflict of interest is defined by the FLS Modeldgain rule 1.1-1 a&

The existence of a substantial risk that a lawyer's loyaltyr teepresentation of a client
would be materially and adversely affected by the lawyer's overest or the lawyer’'s
duties to another client, a former client, or a third person.

The commentary to rule 3.4-1 expands this definitie follows?®

The lawyer or law firm will still be prevented from actingrépresentation of the client
would create a substantial risk that the lawyer’'s representafidghe client would be
materially and adversely affected by the lawyer’'s own interegiy the lawyer’s duties to
another current client, a former client, or a third person.riBkemust be more than a mere

41 Solicitors Regulatory Authority (SRASRA Code of Condu(2011), c. 3, Outcome 3.4, online:
<http://www.sra.org.uk/solicitors/handbook/code/@aritpage. In the UK, solicitors and barristers have diffietr regulatory
authorities and different codes of conduct. To as¢he Barrister's Code of Conduct please seeSBardards Board,he Bar
Standards Board HandbooRnd ed, Barrister's Regulation Authority, 2015,inal <https://www.barstandardsboard.orgzuk
42bid, c. 3, Outcome 3.5.

43bid, c. 4, Outcome 4.3.

44 Federation of Law Societies of Canada (FL9®)del Code of Professional Cond€ittawa: FLSC, 2016), Rule 3.4-1, online:
<http://flsc.ca/wp-content/uploads/2014/12/Model-Eas-amended-march-2016-FINAL.pdf

45 |bid, Rule 1.1-1.

46 |bid, Commentary to Rule 3.4-1, para 2.
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possibility; there must be a genuine, serious risk to iy df loyalty or to client
representation arising from the retainer.

The Code permits acting where a conflict of inteeassts if the lawyer has permission from theiei(s).
The Code provides examples of where conflicts wfrast may arise. Lawyers are free to engage ir oth
professions, businesses and occupations simultalyawith their practice of law. However, the Caradi
Bar Association’s Code of Professional Conducest#hat lawyers who do so are not to allow thisidet
interest to jeopardize their “professional integrindependence, or competence” as law§eiSince
“outside interest” includes lawyers acting as diwex for organizations or companies, law firms and
lawyers should decline such directorships or tgeeisl care if a lawyer does serve on the

board of a client corporatidfi.

3.2 Duty to Not Advise or Assist in a Violation bthe Law

Lawyers have a duty to not advise or assist invibkation of the law. Professional obligations gextly
require lawyers to resign as counsel if they atdrpa situation where, after explaining to thdiewt that
the proposed course of conduct is illegal andttiet cannot participate in that conduct, the cleamttinues
to instruct them to engage in or facilitate theghl act. Most codes of conduct expressly forbid/tas
from implementing corporate instructions that wankblve the commission of a crime, a fraud, oreslch
of professional ethic¥.Lawyers who do advise or assist in the violatibthe criminal law are subject to
prosecution under criminal law for conspiring, agli abetting, or counselling a breach of the lage(s
Chapter 3 of this book). The lawyer’s duty notdoifitate a crime may arise where a lawyer is as&extt
in a transaction that the lawyer believes is cdirsych as when the lawyer is asked to draft araonthat
likely includes a bribe or when a client approactheslawyer and requests advice on how to prevent a
planned illegal transaction from being detected.

Lawyers can advise clients on how to achieve anegsiobjective in compliance with the law. For eplemn
a business development contract without certaiitiininstructions might lead to a high probabilif
bribes being paid by company agents; ignoringriBitcan constitute assisting in that bribery dretéfore
would be a violation of the lawyer’s legal and e#tiduties. However, properly documenting the reatdr
the work to be performed and the identity of thpegorming the work, along with prohibiting contdogt
the agent with government officials without specidbmpany approval, can mitigate the potential sgsu
of the contract in an unlawful scenario.

Another factor that confuses the issue is the difimof “law”. Advising on “hard law”, like the€Corruption
of Foreign Public Officials Ac(CFPOA), Criminal Code or Foreign Corrupt Practices AqFCPA), is
often (though not always) relatively easy. What barmore difficult is advising on the stance tddidesn
toward “soft law,” such as unratified treaty obligas or guidelines from multinational organizasdike
the UN. Strictly speaking, the “law” means hard jJdwwever, it is advisable to at least alert chetat
potential soft law concerns, as a client’s leveadherence to these soft law obligations may affabtic
perceptions and prosecutorial positions.

3.2.1 US Rules

The American Bar Association model rules prohiatyers from counselling or assisting a client tgasye
in conduct that the lawyer knows is criminal oridalent. The rules allow the lawyer to discussléual

47 The Canadian Bar AssociatiddBA Code of Professional CondyGttawa: CBA, 2006) at c. VI

48 |bid at commentary 1.

4 The Law Society of AlbertaCode of Conduc(2016), Rule 3.2-13, online: http://www.lawsociety.ab.ca/docs/default-
source/regulations/code. pdf
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consequences of proposed conduct and to “counsskgst a client to make a good faith effort teed®sine
the validity, scope, meaning or application of ldng."*°

3.2.2 UK Rules

The SRA Code of Conduct provides that a solicitastimot attempt to deceive or knowingly or recKiess
mislead the couft or be complicit in another person deceiving orlegiding the court? and has to refuse
to continue acting for a client if a solicitor beces aware they have committed perjury, misled tustc
or attempted to mislead the court in any materiten, unless the client agrees to disclose thlb tauthe
court>?

The lawyer’s duty to a client does not trump theyler's duty to the court, as was noted by the Haise
Lords inMyers v EImart*

A lawyer is an officer of the Court and owes a duty to tharCde is a helper in the
administration of justice. He owes a duty to his client,ibhe is asked or required by his
client to do something which is inconsistent with thisyda the Court, it is for him to point
out that he cannot do it and, if necessary, cease to act.

In this case the lawyer did not assist in breakimeglaw, but rather failed to ensure proper disalesvas
made to the Court. The lawyer failed to uphold chisy to the Court and the Court made a costs order
against him.

3.2.3 Canadian Rules

The FLS Model Code prohibits lawyers from knowinglysisting in or encouraging dishonesty, fraud,
crime or illegal conduct:

3.2-7 When acting for a client, a lawyer must never knowiagkist in or encourage any
dishonesty, fraud, crime or illegal conduct, or instructdient on how to violate the law
and avoid punishment.

3.2-8 A lawyer who is employed or retained by agamization to act in a matter in

which the lawyer knows that the organization hagdcis acting or intends to act

dishonestly, fraudulently, criminally, or illegallynust do the following, in addition to

his or her obligations under rule 3.2-7:

(&) advise the person from whom the lawyer takes ingtms and the chief legal
officer, or both the chief legal officer and theiefhexecutive officer, that the
proposed conduct is, was or would be dishonesidfrignt, criminal, or illegal
and should be stopped;

(b) if necessary because the person from whom the latakes instructions, the
chief legal officer or the chief executive officexfuses to cause the proposed

50 American Bar Association (ABAModel Rules of Professional Condu2016 ed, Rule 1.2(d), online:

<http://www.americanbar.org/groups/professional_oesibility/publications/model_rules_of professior@nduct/model_rules
of professional_conduct_table_of contents.html

51 Solicitors Regulatory Authority (SRASRA Code of Condu(@011), c. 5, Outcome 5.1.

52 |bid, Outcome 5.2.

53 |bid, Indicative Behaviour 5.5.

54 Myers v EIman[1940] AC 282 at 307, [1939] 4 All ER 484 (HL (§)).

55 Federation of Law Societies of Canada (FL9@)del Code of Professional Cond{@ttawa: FLSC, 2016), Rule 3.2-7, online:

<http://flsc.ca/wp-content/uploads/2014/12/Model-E@s-amended-march-2016-FINAL.pdf
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conduct to be stopped, advise progressively thé lmigkest persons or groups,
including ultimately, the board of directors, theabd of trustees, or the
appropriate committee of the board, that the prepa®nduct was, is or would
be dishonest, fraudulent, criminal, or illegal amduld be stopped; and

(c) if the organization, despite the lawyer's advicentmues with or intends to
pursue the proposed wrongful conduct, withdraw freting in the matter in
accordance with the rules in section 3.7.

The commentary to the FLS Model Code further elatesr on the lawyer’s duty not to assist in fraud or
money laundering:

A lawyer should be alert to and avoid unwittinglgcoming involved with a client
engaged in criminal activities such as mortgagadrar money laundering. Vigilance
is required because the means for these, and atfir@inal activities, may be
transactions for which lawyers commonly provideviems such as: establishing,
purchasing or selling business entities; arrangjmancing for the purchase or sale or
operation of business entities; arranging finandéorghe purchase or sale of business
assets; and purchasing and selling real estate.

Before accepting a retainer, or during a retaiiiea,lawyer has suspicions or doubts
about whether he or she might be assisting a chedishonesty, fraud, crime or illegal
conduct, the lawyer should make reasonable inquideobtain information about the
client and about the subject matter and objecibfe¢le retainer. These should include
verifying who are the legal or beneficial ownerspsbperty and business entities,
verifying who has the control of business entitaay] clarifying the nature and purpose
of a complex or unusual transaction where the me&p® not clear. The lawyer should
make a record of the results of these inquities.

In addition to the professional obligations listdmbve, theCriminal Codeprovisions on conspiracy, aiding,
abetting and counselling criminalize the condu@rofone, including a lawyer, who knowingly assilktsr
client in the commission of a crime.

3.3 The Duty of Confidentiality and Solicitor-Client Privilege

Both the duty of confidentiality and solicitor-atieprivilege restrict lawyers from disclosing infiagition
about their client without client permission. Thesmcepts are important to a corporate lawyer vingyki
on corruption and anti-corruption issues. For eXamproviding assistance in developing, implememtin
reviewing and assessing a client’s anti-corruptiompliance programs may reveal corporate informatio
that is “secret” or “private” or may involve prieijed advice about a company’s past or future ris&saor
wrongdoing. A fundamental purpose of the duty offmentiality and privilege is to encourage full
disclosure from clients to their lawyer, so the yawcan best represent their client’s interestsths
information disclosed may be harmful or embarragsinthe client’s interests, providing protectioarh
disclosure ensures that clients feel safe in makisglosures. A lawyer cannot assist in preventng
addressing corruption if the client is afraid thidhey divulge information about a past potentiabrrupt
act, the lawyer will share this information witthets. The privilege belongs to the client, anddfae the
lawyer cannot unilaterally disclose otherwise peged or confidential information without the clisn
permission unless a legally recognized exceptigiieg as discussed below.

56 |bid, Rule 3.2-8.
57 bid, Commentary to Rule 3.2-7, paras 2-3.
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The duty of confidentiality requires lawyers to thdin strict confidence” all information concernirtge
affairs of their client acquired throughout the fpssional relationship. A breach of this duty, dtn
otherwise authorized, is a breach of the lawyerdgssional and fiduciary obligations and may resul
the lawyer being subject to fines, civil liabilityr debarment from practicing la®The rationale for the
duty is described by Proulx and LaytorPas:

[T]he client who is assured of complete secrecy is more likelgmeal to his or her counsel
all information pertaining to the case. The lawyer who isasspssion of all relevant
information is better able to advise the client and hence geaxdmpetent service. The
client’s legal rights are furthered, as is the truth-findimggction of the adversarial system.

The duty of confidentiality prevents both the udeconfidential information as well as disclosure of
confidential information. This protects the clientonfidential business information and prevenssger
from using this information to the lawyer's advaggaor the client's detriment. This may arise in the
corruption context, for example, through disclosofrelue diligence procedures for preventing or ifugd
violations of the company’s policies, which are sidered confidential and proprietary informationtbhg
company. A lawyer assisting or assessing a cli@ursuption compliance program may be restrictechfr
using any information learned through that proedssn later assisting a second client on a simiiajept.

The duties of confidentiality and solicitor-cligmivilege are not identical. First, the duty of &identiality
is much broader and encompasses all communicdtietageen the solicitor and client, including thetfac
that the client has approached and hired the smlifcir a legal issue. As Proulx and Layton rfSte:

[Clrucial distinctions exist between a lawyer’s ethical dutycamfidentiality and legal-
professional privilege. First, the privilege applies onlgioceedings where the lawyer may
be a witness or otherwise compelled to produce evidence relating ttient. The ethical
rule of confidentiality is not so restricted, operating evéens there is no question of any
attempt to compel disclosure by legal process. Second, legabkpimfal privilege
encompasses only matters communicated in confidence by the dliepta éhird party for
the dominant purpose of litigation. Once again, the rule ofidentiality is broader,
covering all information acquired by counsel whatever its curhird, the privilege
applies to the communication itself, does not bar the adduatievidence pertaining to the
facts communicated if gleaned from another source, and is ofiewlere other parties are
present during the communication. In contrast, the ruleoafidentiality usually persists
despite the fact that third parties know the informatioguastion or the communication
was made in the presence of others.

Second, the duty of confidentiality affords lesstpction than solicitor-client privilege. The duby
confidentiality is an ethical duty, whereas soticitlient privilege has evolved from a rule of eamte to
a substantive rule of law and is “a principle afidamental importance to the administration of fgsit*
As solicitor-client privilege affords greater protien due to its status as a rule of law, any etiopp that
apply to the privilege necessarily apply to dutiésonfidentiality as welf?

Legislative override of solicitor-client privilegad the duty of confidentiality has been attem|iniethses
where there appears to be a compelling public liteivefthe disclosure of otherwise confidential
information. These attempts have generally occuwidre the lawyer holds information relevant to the

58 Randal N. M. Grahami,egal Ethics: Theories, Cases, and ProfessionaluReign, 3rd ed (Toronto: Edmond Montgomery
Publications 2014) at 192.

59 Michel Proulx & David LaytonEthics and Canadian Criminal La@foronto: Irwin, 2001) at 170-71.

60 |bid at 173.

61 Smith v Joneg1999] 1 SCR 455, 169 DLR (% 385.

62 |bid.
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guestion of whether or not the client has committeaffence. However, the courts tend to fiercelsirg

the duty of confidentiality and guard the solicithient privilege even more actively. R v Fink,the
Supreme Court of Canada struck dow@raminal Codeprovision (s. 588.1) that allowed police to obtain
a warrant to search a lawyer’s office and seizeudwmnts that may be privilegétThe Supreme Court
struck down that provision as an unreasonable Besamnd seizure power. The Supreme Court held that
solicitor-client privilege is “a civil right of exéme importance” and it “must remain as close sohlte

as possible®

3.3.1 The Duty of Confidentiality under US Rules

The American rule regarding the duty of confiddittias set out in the ABA’s Model Rules of Profgssal
Conduct at rule 1.8

(a) A lawyer shall not reveal information relating to the repres@nt of a client unless the
client gives informed consent, the disclosure is impliedlj@niged in order to carry out
the representation or the disclosure is permitted by para@aph

(b) A lawyer may reveal information relating to the representatioa client to the extent
the lawyer reasonably believes necessary:

(1) To prevent reasonably certain death or substantial bodily;harm

(2) To prevent the client from committing a crime or fraud thaeasonably certain to
result in substantial injury to the financial interests mpprty of another and in
furtherance of which the client has used or is using the Iasvseivices;

(3) To prevent, mitigate or rectify substantial injury to thr&ficial interests or property
of another that is reasonably certain to result or has resftied the client’s
commission of a crime or fraud in furtherance of which thentlhas used the
lawyer’'s services;

(4) To secure legal advice about the lawyer’'s compliance with these; Rules

(5) To establish a claim or defense on behalf of the lawyer in aos@nsy between the
lawyer and the client, to establish a defense to a criminal chiacgel alaim against
the lawyer based upon conduct in which the client was involveth respond to
allegations in any proceeding concerning the lawyer’s representdtibe client;

(6) To comply with other law or court order; [or]

83R v Fink,2002 SCC 61, 216 DLR {3 257.
64 According to D. Watt & M. Fuersfiremeens Criminal Code Annotated 2@TBomson Canada, 2009) at 979: “The principal
constitutional flaws in the regime created by s8.48have to do with thpotential breactof the privilegewithoutthe client’s
knowledge, let alone consent, and #iesence ofudicial discretionin the determination of an asserted claim of peiyd.
Reasonablenesgquires that the courts retairdiscretionto decide whether materials seized in a lawyerfe®@ihould remain
inaccessible to the state as privileged if and wihés in the interests of justice to do so. Norskawarrant can be issued for
documentknownto be protected by solicitor-client privilege. Befdssuing a warrant to search a law office, tistige must be
satisfied that there is no other reasonable altemto the search. In issuing a warrant, the gesthust afford maximum protection
of solicitor-client privilege. All documents must sealed before being examined or removed fromvyelids office, except where
the warrant specifically authorizes the immediatanaination, copying and seizure of an identifiedwoent. Every effort must
be made to contact the lawyer and a representatithe Bar should be allowed to oversee the seaimyseizure of documents.
All potential privilege holders should be contactadthe police and should have a reasonable oppityrtto assert a claim of
privilege and to have it judicially decided. If $ugotification is not possible, the lawyer who hedsession of the documents, or
another lawyer appointed by the Law Society orcitrt, should examine the documents to determiregiven a claim of privilege
should be asserted. The Attorney General may malkeissions on the issue of privilege, but shouldheopermitted to inspect
the documents unless it is determined by a judggtiie documents are not privileged. Documentsddarbe privileged are to be
returned immediately to the holder of the privilegeto a person designated by the court. Docunfentsdnotto be privileged
may be used in the investigation.”
65 American Bar Association (ABAModel Rules of Professional Condu2016 ed, Rule 1.6, online:
<http://www.americanbar.org/groups/professional_oesgbility/publications/model_rules_of professiomainduct/model_rules
of professional_conduct_table of contents.html
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(7) To detect and resolve conflicts of interest arising from theydaw change of
employment or from changes in the composition or ownershipfirm, but only if
the revealed information would not compromise the attornewclprivilege or
otherwise prejudice the client.

(c) A lawyer shall make reasonable efforts to prevent the inadvertenhauthorized

disclosure of, or unauthorized access to, information relatirthe representation of a

client.

Note that the Model Rules allow but do not reqdiselosure under any of the circumstances in R}
3.3.2 The Duty of Confidentiality under UK Rules

The UK Solicitor's Regulation Authority’s Code ofo@duct requires that a lawyer “keep the affairs of
clients confidential unless disclosure is requioegermitted by law or the client consenft$'Solicitors
also have to have effective systems and contrgiaice to enable them to identify risks to client
confidentiality and to mitigate those ris¥s.

3.3.3 The Duty of Confidentiality under CanadianRules

The Canadian rule set out in the FLS Model Codss ifollows:

A lawyer at all times must hold in strict confidenall information concerning the
business and affairs of a client acquired in thers® of the professional relationship
and must not divulge any such information unless:

(a) expressly or impliedly authorized by the client;

(b) required by law or a court to do so;

(c) required to deliver the information to the Law Sgj or

(d) otherwise permitted by this ruté.

A lawyer must not use or disclose a client’s onfer client’s confidential information
to the disadvantage of the client or former cliemtfor the benefit of the lawyer or a
third person without the consent of the clientanfer client®

A lawyer may disclose confidential information, Ipuist not disclose more information

than is required, when the lawyer believes on neasie grounds that there is an
imminent risk of death or serious bodily harm, amtlosure is necessary to prevent
the death or harrf?.

If it is alleged that a lawyer or the lawyer’'s asates or employees:

(a) have committed a criminal offence involving a ctisraffairs;

(b) are civilly liable with respect to a matter invoig a client’s affairs;

(c) have committed acts of professional negligence; or

(d) have engaged in acts of professional misconduobioduct unbecoming a lawyer,

66 Solicitors Regulatory Authority (SRASRA Code of Condu(2011), c. 4, Outcome 4.1, online:
<http://www.sra.org.uk/solicitors/handbook/welconamg>.

67 Ibid, Outcome 4.5.

68 Federation of Law Societies of Canada (FL9®)del Code of Professional Cond€ittawa: FLSC, 2016), Rule 3.3-1, online:
<http://flsc.ca/wp-content/uploads/2014/12/Model-Eas-amended-march-2016-FINAL.pdf

69 |bid, Rule 3.3-2.

701bid, Rule 3.3-3.
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the lawyer may disclose confidential information ander to defend against the
allegations, but must not disclose more informatiam is required

A lawyer may disclose confidential information imder to establish or collect the
lawyer’s fees, but must not disclose more infororathan is required.

A lawyer may disclose confidential information toogher lawyer to secure legal or
ethical advice about the lawyer’s proposed conéuct.

A lawyer may disclose confidential information teetextent reasonably necessary to
detect and resolve conflicts of interest arisiragrfrthe lawyer’s change of employment
or from changes in the composition or ownershipaolaw firm, but only if the
information disclosed does not compromise the goiiclient privilege or otherwise
prejudice the client!

3.3.4 Solicitor-Client Privilege: Legal Advice ad Litigation Privilege

As discussed above, the scope of the applicatiosobitor-client privilege is narrower than what i
encompassed under the duty of confidentiality. c8oli-client privilege is also referred to as legal
professional privilege. It is composed of two asgelegal advice privilege and litigation priviledeegal
advice privilege does not apply to all communicagior advice between lawyer and client; it onlyeexis

to information that is regarded as legal advicdt does not extend to business advice providethby
lawyer. Many corporate lawyers serve as officerditectors for a company and in that “dual capécit
they may provide business advice alongside legatadf This may bring about issues in assessing whether
privilege exists; it is sometimes difficult for lg@rs or courts to separate legal and businessedwach
jurisdiction takes a slightly different view in erpreting the difference between legal and busiadsie
and the application of and exceptions to legal @&yirivilege, as discussed more fully below. Gdhgra
lawyers are able to divulge their clients’ othemvionfidential information if required by law. Hoves,
few laws require such divulgence as new laws teek $o infringe upon legal professional privilege a
generally not upheld by the couftsAs there are differing exceptions to legal adyiciilege in the
jurisdictions discussed, only those pertainingdouption will be discussed.

When providing legal as opposed to business adwieeclient, a lawyer should clearly indicate ttad
advice is legal advice and therefore covered bagllpmpfessional privilege. As outlined in the CBAd2,
Chapter lll, “Advising Clients”, Commentary %0

10. In addition to opinions on legal questions, the lavmyay be asked for or expected to
give advice on non-legal matters such as the business, posogial implications involved
in a question, or the course the client should choose. In rimstgnces the lawyer's
experience will be such that the lawyer’s views on non-legaknsattill be of real benefit
to the client. The lawyer who advises on such matters shatieie and to the extent

" bid, Rule 3.3-4.

72 pbid, Rule 3.3-5.

73 1bid, Rule 3.3-6.

74 1bid, Rule 3.3-7.

75 Gavin MacKenziel.awyers and Ethics: Professional Responsibility &itipling 4th ed (Toronto: Thomson Carswell, 2006)
at 20-11. However, a lawyer’s duty of confidentialio their client is broader than solicitor-cligmtivilege and applies to all
communications between lawyer and client.

76 william Alan Nelson I, “Attorney Liability undethe Foreign Corrupt Practices Act: Legal and Ethichallenges and
Solutions” (2008-2009) 39 U Mem L Rev 255 at 274ittOnline).

7"In Canada, see eB.v Fink,2002 SCC 61, 216 DLR {3 257.

78 The Canadian Bar AssociatidDBA Code of Professional CondyGittawa: CBA, 2006) at c. lll, commentary.10
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necessary, point out the lawyer’s lack of experience or othefigagdin in the particular
field and should clearly distinguish legal advice from otluiehsadvice.

For example, lawyers may want to give their writtegal opinions to the client-employer on their own
letterhead stationery, with non-legal advice omapis being forwarded on the letterhead of thentlie
employer and being clearly marked as being nontiegaature’®

Litigation privilege applies to communications arcdments created primarily for the purpose of curre
or anticipated litigation. It extends to communicas beyond just the lawyer and client, and enc@asea
any experts the lawyer may retain to learn aboelighues as well as other third parties who magtaas
preparing for litigation. Unlike legal advice pihiege, the extent of litigation privilege is notimfe but
rather ends with the litigation. Litigation privije may arise for a corporate lawyer where the compas
been charged or where litigation is pending in rég#o their own alleged corrupt acts or the cdiampof
another company (for example, a civil suit for lo§g contract). A corporate lawyer may have tosasise
litigation team by sending documents or informihgrh of the company’s anti-corruption compliance
program. Although the corporate lawyer would notthe litigator in charge of the litigation, their
communications to the litigation team would be pctéd under the litigation privilege. Equally imgzont,
the litigation team may need various expert repdit®se reports will also be protected by the ditiign
privilege.

3.3.5 Solicitor-Client Privilege: DistinguishingBusiness and Legal Advice

Although the duty of confidentiality extends to elmmunications between a lawyer and his or hentli
solicitor-client privilege only exists where thevazk is “legal advice.” American courts take twdfeling
approaches to determining whether advice is busioekgal. The first approach is to determine Wwaet
the person is acting as a lawyer or a businesmpesnd treat all advice provided by that person
accordingly®® A businessperson will be found to only give busiadvice and a lawyer will be found to
only give legal advice. Under the second methoel cthurt will determine whether the advice is bussne
or legal on an ad hoc basis and provide privilegg for legal advicé! This involves looking at individual
communications to determine the purpose and nafufee communication.

UK legal advice privilege requires that the ad\gogen is legal in nature, in the sense that theeerelevant
legal context. As Lord Denning stat&d:

It does sometimes happen that such a legal adviser does wadiik Employer in another
capacity, perhaps an executive capacity. Their communications in tlaaitgapould not
be the subject of legal professional privilege. So the legasedmust be scrupulous to
make the distinction.

The rationale for the distinction was describe&as:
To extend privilege without limit to all solicitor and cliecommunication upon matters

within the ordinary business of a solicitor and referablias relationship [would be] too
wide.

70 Beverley SmithProfessional Conduct for Lawyers and Judgkh,ed, (Fredericton: Maritime Law Book, 2011) at 1

80 Robert J. Wilczek, “Corporate Confidentiality: Blems and Dilemmas of Corporate Counsel” (1982)e¥ DCorp L 221 at
240

81 bid.

82 Crompton Amusement Machines Ltd v Commission ao@ssand Excise (No. 21972] 2 QB 102, 2 All ER 353 at 376
(CA).As discussed by John S Logan & Michael D&@werview of Privilege and ConfidentialiffPaper) (Continuing Legal
Education Society of British Columbia, 2011) at.7.1

83 Balabel v Air India[1988] 2 All ER 246, 1 Ch 317 CA (Eng).
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As such, the court must make the determinationtadtiner the advice was business or legal.
In Canada, the court has stéfed

Owing to the nature of the work of in-house counségrohaving both legal and non-legal
responsibilities, each situation must be assessed on a caselbasisto determine if the
circumstances were such that the privilege arose. Whether drenptivilege will attach
depends on the nature of the relationship, the subject mattdrechdvice, and the
circumstances in which it is sought and rendered.

However, the courts have generally interpreteddleglvice” broadly. The following excerpts showttha
the line between business and legal advice is féfzzy

[Legal advice privilege] is not confined to telling the clidre law and it includes advice as
to what should be done in the relevant legal context.

Whether communications are made to the lawyer himself or emp|amesvhether they
deal with matters of an administrative nature such as financialsmeanith the actual

nature of the legal problem, all information which a persoatmrovide in order to obtain
legal advice and which is given in confidence for that purpgsg®the privileges attached
to confidentiality.

| am satisfied that a communication which does not make spegfificence to legal advice
is nevertheless privileged if it falls within the continuoffcommunication within which
the legal advice is sought or offered: sé¢enes and Silversuprg p. 26. If the rule were
otherwise, a disclosure of such documents would tend in oes®g to permit the opposing
side to infer the nature and extent of the legal advice fronetize 6f the documents falling
within this continuum. Thus, the intent of the rule wbhbé frustrated.

Although specifically referencing in-house counglels would apply to all lawyers who provide busse
advice in addition to legal advice.

3.4 Solicitor-Client Privilege, Confidentiality and Reporting Wrongdoing

Lawyers are under a duty to protect the interektheir client, the corporation. A lawyer that ross
wrongdoing on the part of one of the officers, dgeetc. has an obligation to report that wronggawthin

the corporatioi® This reporting usually requires the lawyer to brine matter to a more senior individual
in the corporation, particularly if the wrongdoiisgcommitted by an individual the lawyer normakyports
to8” As lawyers have a duty of confidentiality, repogtiof wrongdoing must be internal, except in rare
circumstance® This is not a violation of solicitor-client prigije because the communication is still with
the client.

84 Pritchard v. Ontario (Human Rights Commissio2)04 SCC 31 at para 20, [2004] 1 SCR 809.

851n order from topSamson Indian Nation and Band v. Cangdd95] 2 FCR 762 at para 8, 125 DLR (4th) 294 ({@escoteaux
v. Mierzwinski[1982] 1 SCR 860 at 876, 141 DLR (3d) 58(@. 1 Collision Repair & Painting (1982) Ltd. vsirance Corp. of
B.,18 BCLR (3d) 150, 1996 CanLlIl 2311 at para 5 (S&&)discussed by John S. Logan & Michael D@wegrview of Privilege
and ConfidentialityPaper) (Continuing Legal Education Society ofiBhi Columbia, 2011) at 1.1.7.

86 Gavin MacKenziel.awyers and Ethics: Professional Responsibility &istipling 4th ed (Toronto: Thomson Carswell, 2006)
at 20-12.

87 |bid.

88 |bid at 20-11.
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Some jurisdictions allow for external reporting whe lawyer believes that a serious crime is abmbiet
committed®® Where the client has not waived privilege, thia igolation of solicitor-client privilege, and

as such, any confidential information that is répadrshould be the minimum necessary to prevent the
crime® Where lawyers arallowedto report wrongdoing externally, the idea thatléveyer is a gatekeeper

is more accurate. Where lawyers agguiredto report wrongdoing externally, the lawyer hagaen more
significant role as a gatekeeper. As discussedqusly, the gatekeeping role of lawyers has notgen
fully accepted in the same way that the auditarle as gatekeeper has been. This is primarily ollegal
professional privilege and the lawyer’s duty ofdtiy to their client.

3.4.1 US Rules on Internal and External Disclosearof Wrongdoing

Following the Enron scandal, the US implementedShebanes-Oxley Act of 2002 (SQOA primary
objective of SOXwas to address major corporate and accounting atsaadd promote lagging investor
confidence in the stock market. Section 307 of3fXrequires lawyers to internally report up the ladde
(to the CEO or even the board of directors or acaiihmittee) evidence of material violations of fiede
and state securities laws and other fraudulent®adtsis rule applies to the record keeping provisiohs
the FCPAand anti-bribery provisions of ti#ecurities Exchange Aof 1934%2 as per 15 USC § 78dd-1.

The ABA Model Rules of Professional Conduct statd tawyers have a duty to protect the corporasion’
interests:

(&) A lawyer employed or retained by an organization representsré¢fa@ipation acting
through its duly authorized constituents.

(b) If alawyer for an organization knows that an officer, emplaye#her person associated
with the organization is engaged in action, intends to aptfases to act in a matter
related to the representation that is a violation of a legajatimin to the organization, or
a violation of law that reasonably might be imputed to tigamization, and that is likely
to result in substantial injury to the organization, tHes lawyer shall proceed as is
reasonably necessary in the best interest of the organizati@ssiné lawyer reasonably
believes that it is not necessary in the best interest of glamiaation to do so, the lawyer
shall refer the matter to higher authority in the organizafimiuding, if warranted by
the circumstances to the highest authority that can act on luétthé organization as
determined by applicable law.

(c) Except as provided in paragraph (d), if
(1) despite the lawyer's efforts in accordance with paragraph (b)ghesh authority

that can act on behalf of the organization insists upon arttatddress in a timely
and appropriate manner an action, or a refusal to act, thaaityc violation of law,
and
(2) the lawyer reasonably believes that the violation is reasomaigtin to result in
substantial injury to the organization,
then the lawyer may reveal information relating to the repragentwhether or not Rule
1.6 permits such disclosure, but only if and to the exttentawyer reasonably believes
necessary to prevent substantial injury to the organization.

(d) Paragraph (c) shall not apply with respect to information inglato a lawyer's

representation of an organization to investigate an allegeatiiolof law, or to defend

89 The US and Canada both allow lawyers to divul¢rentise privileged information in order to prevargerious crime. The UK
does not have a similar exception to allow forealh of solicitor-client privilege.

%0 Gavin MacKenziel.awyers and Ethics: Professional Responsibility &istipling 4th ed (Toronto: Thomson Carswell, 2006)
at 20-13.

%1 william Alan Nelson I, “Attorney Liability undethe Foreign Corrupt Practices Act: Legal and Ethichallenges and
Solutions” (2008-2009) 39 U Mem L Rev 255 at 28@ittDnline).

92 |bid at 281.
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the organization or an officer, employee or other constituerdciased with the
organization against a claim arising out of an alleged violatfidawv.

(e) A lawyer who reasonably believes that he or she has been dischetpdse of the
lawyer's actions taken pursuant to paragraphs (b) or (cyyhor withdraws under
circumstances that require or permit the lawyer to take action wikdher of those
paragraphs, shall proceed as the lawyer reasonably believes neceasanréahat the
organization's highest authority is informed of the lawygissharge or withdrawd?.

There isno professional duty to repomrongdoing outside of the corporation; rather ytheay report
wrongdoing externally?

[T]o prevent the client from committing a crime or fraud tkatasonably certain to result
in substantial injury to the financial interests or propeiftanother and in furtherance of
which the client has used or is using the lawyer's services.

The SEC attempted to require lawyers who practie®rk it to report knowledge of their client’s
wrongdoing to the SEC. The American Bar Associadind many others vehemently opposed this stance,
claiming solicitor-client privilege must prevdil.As a result of the resounding opposition to theCSE
proposed requirements for external reporting, tB€ $mplemented provisions that allow, but do not
require, lawyers to report material violationshé SEC rules to thefiThe SEC also included a provision
that requires subordinate lawyers to report evideoica material violation of the SEC rules to their
supervising attorney.

3.4.2 UK Rules on Internal and External Disclosug of Wrongdoing

Lawyers are under a duty to their client to repaidngdoing up the ladder to a higher ranking offlicr

to the board of directof8.If the board of directors are the wrongdoers, léveyer may be obligated to
report to the general meeting of the sharehoffdrmwever, although there have been cases about how
directors are liable for failing to prevent co-diters from breach of fiduciary duty or other wrongay,

the courts have not specifically addressed theda\wybligation to disclose wrongdoing of execusiaad
directors!®

The UK House of Lords, iThree Rivers Council and others v Governor and Gompof the Bank of
England(Three Rivers)explains that if legal professional privilege ésjst is absolute and cannot be
overridden for public policy concerns; the only wapund it is if the client (or individual entitled it)
waives the privilege or it is overridden by stattfteThe court has found that a balancing act betwegsl |

93 American Bar Association (ABAModel Rules of Professional Condu2016 ed, Rule 1.13, online:

<http://www.americanbar.org/groups/professional_oesgbility/publications/model_rules_of professiomainduct/model_rules
of professional_conduct_table of contents.html

94 1bid, Rule 1.6.

9 US, Securities Exchange Commissi&imal Rule: Implementation of Standards of Profesai Conduct for AttorneyfRIN

3235-Al72) (Securities Exchange Commission, 2008)ne: <https://www.sec.gov/rules/final/33-8185.I#m

% |bid, 17 CFR § 205.5.

97 1bid.

98 Joan LoughreyCorporate Lawyers and Corporate Governang@ambridge: Cambridge University Press, 2011) 8t 11

9 |bid. This stems from the principle establishedarron v Pottey [1914] 1 Ch 895, anBoster v Foster[1916] 1 Ch 532, that

the general meeting of shareholders has the ahbiligct when the board of directors is unable oafirable of acting. IFoster v

Foster,the board of directors was unable to act due tdlicoof interest.

1001hid at 120.

101 Three Rivers District Council and others v Goveraad Company of the Bank of Englaf@004] UKHL 48 at paras 10 and

25, [2005] 4 All ER 948. Note that in-house counisethe UK maintain legal professional privilegethviheir client. This is,

however, contrary to the EU Rule. As per the Euapp€ourt of Justice decision &kzo Nobel Chemicals Limited & anor v

European CommissiofCase C-550/07 P), solicitor-client privilege does$ extend to in-house counsel and their client.
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professional privilege and the public interest @& required because legal professional privilegthés
“‘dominant public interest” and “the balance mustvals come down in favour of upholding the
privilege.”% The court’s strict interpretation of the scopdegfal professional privilege does not allow for
the disclosure of otherwise privileged communiaadian order to prevent a crime from being committed
Under the rule iBullivant v Att-Gen of Victoridegal professional privilege extends to informatjven

to a client on how to avoid committing a cridfé.Legal professional privilege also extends to
communications informing a client that their acianay result in prosecution, as fBartler v Board of
Tradel® However, legal professional privilege may not extéo documents which form part of the crime
itself or to communication that occurs in ordeohtain advice with the intent of committing an of¢e°®

In order to disclose otherwise privileged commuties, lawyers must show they have prima facie
evidence their client is involving them in a frandhout their consent®

3.4.3 Canadian Rules on Internal and External Ddosure of Wrongdoing

The Canadian rules vary from province to provindewever, the Model Code places the following
requirement on lawyers, and applies to all lawyejarisdictions who have adopted the Model Céde:

A lawyer who is employed or retained by an organization tonaatratter in which the

lawyer knows that the organization has acted, is acting or mtemdct dishonestly,

fraudulently, criminally, or illegally, must do the follavg, in addition to his or her

obligations under rule 3.2-7: (a) advise the person froomwtine lawyer takes instructions
and the chief legal officer, or both the chief legal officer #aedchief executive officer, that
the proposed conduct is, was or would be dishonest, Utentgl criminal, or illegal and

should be stopped; (b) if necessary because the person from tte lawyer takes

instructions, the chief legal officer or the chief executive officgfuses to cause the
proposed conduct to be stopped, advise progressively thdigleist persons or groups,
including ultimately, the board of directors, the boardtroktees, or the appropriate
committee of the board, that the proposed conduct was, iswd Wwe dishonest, fraudulent,
criminal, or illegal and should be stopped; and (c) if ttyapization, despite the lawyer’'s
advice, continues with or intends to pursue the proposedgful conduct, withdraw from

acting in the matter in accordance with the rules in section 3.7.

Some Canadian jurisdictions also specifically regjuhat if a lawyer receives relevant information
regarding the corporation for whom they act, thveyler must disclose this information to a propehatity
within the organizatiof®

The Supreme Court of Canada differs from the UKaditional judicial approach to applying legal
professional privilege. The SCC has allowed foiitith exceptions to its application. Where an exoapt
exists, the scope of the privileged communicatiorbé disclosed is to be interpreted as narrowly as
reasonably possiblé® Where a former client alleges misconduct by tfaimer lawyer, the privilege may

102 R v Derby Magistrates’ Courf1995] 4 All ER 526, [1995] 3 WLR 681. The SCQmmto the same conclusion v Fink
2002 SCC 61, 216 DLR {3 257.

103 Bullivant v Att-Gen of Victoriaj1901] AC 196. This is different than giving advioe how to avoid getting caught after
committing a crime. For more information on legedfessional privilege when a crime or fraud is lgeilommitted, see UK, Law
Society,Anti-money launderin¢Practice Note) (The Law Society, 2013) at c. Ginen
<http://www.lawsociety.org.uk/support-services/a@¥ractice-notes/an/

104Butler v Board of Tradg1971] Ch 680, [1970] 3 WLR 822.

105R v Cox & Railton(1884) 14 QBD 153.

106 0'Rourke v Darbishireg[1920] UKHL 730, [1920] AC 581.

107 Federation of Law Societies of Canada (FL9@)del Code of Professional Cond€tttawa: FLSC, 2016), Rule 3.2-8, online:
<http://flsc.ca/wp-content/uploads/2014/12/Model-E@b-amended-march-2016-FINAL.pdf

108 The Law Society of AlbertaCode of Professional Condu@dmonton: Law Society of Alberta, 2004) atl2, rule 3.

109pid at para 86.
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be set aside to protect the lawyer’s self-inteYédf.a client seeks legal advice for an unlawful gmse,
privilege will not exist!! Where privilege may be set aside, no requiremastieen placed on the lawyer
to disclose the confidential information. Rathepeamissive “may disclose” allows the lawyer to rexee
his or her discretion in the matter.

In Smith v Joneghe Supreme Court of Canada provided guidancehmme solicitor-client privilege may
be overridden for public policy concerii8The Court advised that an exception to the piiélbe allowed
where “public safety is involved and death or sgsibodily harm is imminent* The test fronSmith v
Joneswas that (1) the harm had to be targeted at artifiddle group, (2) the risk was of serious bodily
harm or death, and (3) the harm was immirt&hih Smith v Jonessolicitor-client privilege was claimed
for a doctor’s report that was completed for theppse of assisting in the preparation of the defemrc
with sentencing submissions. The psychiatrist tfedt the accused was likely to commit further cesme
based on the assessment, and sought to have treaepsidered by the Court in sentencing. As #pert
was cloaked by solicitor-client privilege, the Cosgt out a test for where solicitor-client prigigeemay be
overridden for public policy concerns.

The Supreme Court of Canada has also allowed wohdient privilege to be overridden where an
accused’s innocence is at stakeAdditionally, lawyers are not as tightly boundstaicitor-client privilege
where the interests of the lawyer are at stake; ity occur where the lawyer is collecting feessor
defending against a client’s claim of professianaconduct?!®

3.5 Duty to Know Your Customer

Some jurisdictions have enacted legislation reqgitawyers to confirm the identity of their cliermisor

to engaging in high risk transactions, particuldarlycases of suspected money laundering or tetroris
activities (for further information, see Chaptenfahis book). This duty has the potential to infre upon
solicitor-client privilege because the client’s g@mal information must be confirmed and recordedthley
lawyer, and this information can later be seizedhgygovernment if the client is under investigatio

110R v Dunbar(1982) 138 DLR (3d) 331, 68 CCC (2d) 13 (Ont CA).

11R v McClure 2001 SCC 14 at para 36, [2001] 1 SCR 445. Sedbascoteaux v Mierzwinkgil982] SCJ No 43, [1982] 1 SCR
860, 141 DLR (3d) 590.

112 Smith v Joneg1999] 1 SCR 455, 169 DLR (% 385.

113|bid at para 35.

114 Although serious economic harm is not includethis test, law societies will allow lawyers to disse aspects of otherwise
confidential or privileged information if the lawyes at risk (i.e. when the lawyer faces allegagiohmisconduct or is not getting
paid, etc.). See:www.cba.org/CBA/activities/pdf/Dodek-English.pdf

115R v McClure2001 SCC 14, [2001] 1 SCR 445.

116 Randal Grahamlegal Ethics: Theories, Cases, and ProfessionaluRéign, 3rd ed (Toronto: Edmond Montgomery
Publications, 2014) at 272-274; Gavin MacKentiawyers and Ethics: Professional Responsibility dpidcipling 4th ed
(Toronto: Thomson Carswell, 2006) at 3-15 — 3-1&= 8.gR v Dunbar(1982) 138 DLR (3d) 331, 68 CCC (2d) 13 (Ont CA).
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4. WHERE LAWYERS MIGHT ENCOUNTER CORRUPTION

Corporate lawyers may come across corruption irulitode of circumstances. Corruption can be a part
of any transaction, and lawyers should be caréfey are not assisting their client in the violatadrthe
law or acquiring the liabilities associated withvialation of the law by third parties. Certain fiv@ng
agreements or procurement contracts may requicssdtention. Likewise, clients’ lobbying and jialal
contributions need careful screening for legalitgwyers may uncover a corrupt act when providing
routine assistance on corporate contracts fordheeaf goods and services. In acquisitions and enerdt

is critical to determine whether the target of aguasition has engaged in corrupt practices inpést, as
the acquiring corporation may be liable for pastuwgtion after a merger. A lawyer has a duty toerteke
risk assessments to determine the potential foupbbehaviours. This does not always need to fodl a
systemic risk assessment, as outlined below. Ndyraal internal counsel will know enough about the
business that a conclusion is intuitively obvidDa.the other hand, the use of third party agentssuatants

or joint venture partners from foreign countrieguiees careful attention. In that regard, Roberumndists

25 red flags to assist in determining the appro@risature and level of due diligence required ichea
circumstancé!’ Transparency International UK has also publisheers helpful guide to anti-bribery due
diligence in acquisitions, mergers and investméfts.

117 Robert W. Tarun,The Foreign Corrupt Practices Handbook: A Practicduide for Multinational General Counsel,
Transactional Lawyers and White Collar Criminal Rtiioners 3rd ed (Chicago: American Bar Association, 2Cit2)19-120.
118 Transparency International Ukynti-Bribery Due Diligence for Transactiorfransparency International UK: May 2012),
online: <http://www.transparency.org.uk/publications/antibery-due-diligence-for-transactiors/See also Taruribid, at 140-
141 for a list of 15 risk factors which warrant sateration of heightened due diligence for mergaeguisitions and investments.
These factors are listed in Section 7.2 of thiptéa
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5. RELATIONSHIP BETWEEN DUE DILIGENCE , ANTI-CORRUPTION COMPLIANCE
PROGRAMS AND RISK ASSESSMENTS

Due diligence, anti-corruption compliance prograamsl risk assessments are distinct but interrelated
concepts. “Due diligence” can be viewed as a gemegal concept. In that sense, it means usin@nedue
care and taking into account all the surroundimguenstances to avoid breaking the law or causimmha
to others in carrying out one’s business. It isvaht in criminal law, regulatory law and civillbidity. Due
diligence by an accused is not a substantive defemthe commission of a subjectinens reaoffence
such as bribery, but it is a relevant mitigatingtéa that can affect the nature of the charge hagéntence

or sanctiort!® For strict liability regulatory offences in Candfaand the UK?! (including s.7 of the UK
Bribery Act, 201], due diligence provides a defence. However, digedce is not a defence to regulatory
offences in the US and liability can be found ewemere companies have implemented compliance
programs to prevent regulatory offences from odegrff? Due diligence is also a defence to civil actions
based on negligence or malpractice.

In the context of assisting a client to avoid tleenmission of corruption offences, careful creataom
implementation of an anti-corruption compliancegueon that is geared to the size and nature of the
business has quickly become the expected normenfltigence. Due diligence or reasonable care eist
used in designing an anti-corruption program areldiligence must be used in ensuring that the pragr

is implemented, monitored and evaluated from timetine. In this context, due diligence requires
compliance with a number of steps and safeguarmlsfiapto the particular business activity in quest

An anti-corruption compliance program will set adbe steps that are reasonably required to avoid

corruption arising in the client’s business tratisas. Thus, the first step in developing an effectainti-
corruption compliance program is to conduct a thglorisk assessment. To achieve the standard of due
diligence, the risk assessment must be designectamigtd out with reasonable care based on all the
circumstances including the risk of corruption acity, the nature and extent of harm if it doesun@nd

the cost and effectiveness of procedures to mimizeliminate that risk.

As enforcement becomes more frequent and the EEnatiught increase in amount, the cost of anyiporr
act has greatly increased. As such, companiesgaedaince on complying with the law in order to avoi
prosecutions and fines. Two theories indicate diffeapproaches on the type of guidance or reguiati
governments should provide: rules-based theorymimtiples-based theofy® The rules-based theory
suggests that governments and enforcement agesimesd set out the rules that companies need o pla
by.1?* This would effectively set a minimum standard doganizations to comply with and would provide
certainty for companies. A significant issue witistapproach is that such rules tend to be inflexind
unable to address changing situations as they.drisaddition, this approach can result in creative
interpretations of the rules that ignore the smfithe rules and allow individuals to bend thenthair

119 pue diligence acts as a substantive defence itVkhander section 7 of thBribery Act.In Canada and the US, due diligence
is not a substantive defence to charges of bribepprruption.

120R v Sault Ste Marj¢1978] 2 SCR 1299, 85 DLR (3d) 161.

121Tesco Supermarkets Ltd v Nattr§&872] AC 153, [1971] 2 All ER 127 [UK]. Note that the UK the defence of due diligence
must be included in the statutory scheme to bdahlaito the defendant charged with a regulatofgrafe.

122 see Mark Pieth & Radha Ivory, “Emergence and Cogemece: Corporate Criminal Liability Principles@verview” in Mark
Pieth & Radha Ivory, ed§€orporate Criminal Liability: Emergence, Convergenand Risk(New York: Springer. 2011) at 22-
23.

123 Todd Archibald, Kenneth Jull & Kent RoadRegulatory and corporate liability: From due diligee to risk managemer#nd
ed (Aurora, ON: Canada Law Book, 2004) at 14-3.

124 |pid.
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favour. The principles-based theory focuses oncjples that governments would like to see corporeti
uphold!?® This provides more flexibility in a court’s integtation of whether or not the company was in
compliance, but provides less certainty to the e@@ton as to whether their compliance program is
adequate to avoid criminal or regulatory liabifit§.

The next three sections examine anti-corruptiongiimmce policies, risk assessments and due dilgenc
in various contexts including mergers and acquoisgtiand the use of foreign agent.

125 bid.

126 For more information on rules-based versus priesipased regulation, see Cristie Ford, “Princiflased Securities
Regulation in the Wake of the Global Financial Gti§2010) 55 McGill LJ 257, and Cristie Ford, “Néovernance, Compliance,
and Principles-Based Securities Regulation” (2GEAmM Bus LJ 1. These papers do not address carugirectly, but some of
the points addressed provide insight into the debatween rules-based and principles-based regulati
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6. ANTI-CORRUPTION COMPLIANCE PROGRAMS

6.1 Introduction

An increasing global expectation exists for compano create and enforce an anti-corruption comgdia
program within their company. Although such progsaare often not a legislative requirement, they ar
becoming a standard factor that enforcement badscourts consider when deciding whether to charge
a company, or if charges are laid, in setting theafty for a convicted organization. Under s. @Rhe

UK Bribery Act 2010the implementation of “adequate procedures” pras@substantive defence for the
corporation (see Chapter 2, Section 2.4.3(i)). dtwats and enforcement agencies consider whetaes th
is a program in place and evaluate its effectiveiepreventing corrupt acts. These programs ae ag
critical to ensuring that corporations are comgyvith anti-corruption and anti-bribery laws. Thénmary
purpose of these programs is to reduce the risbiwlipt acts taking place in an organization.

In light of the legal ramifications of creating aedforcing a sound anti-corruption program, lawyers
advising business clients have an important rofgap in informing clients of the practical utiligf having
such programs and ensuring that the client's pragsaup to date and meets minimum international
standards. Enforcement agencies and courts hagatesfly advised that anti-corruption efforts shded
custom-designed for the organization and shouldidenthe particular risks that the organizatiosuisject

to. The United Nations Office on Drugs and CrimeN@DC) has produced a guide on compliance
programs that states “an ounce of prevention ishmepound of cure, and for business organizatibas,

is achieved through an effective internal prograniongoreventing and detecting violation's” A strong,
effective program protects the company and theeiwdders from directors, managers, or employees who
are in a position to put the organization at riskhough an effective compliance program cannotqub
against all corrupt acts, largely dueréspondeat superidthe vicarious liability of companies for the acts
of their employees in the course of business) &edrisk of hiring rogue employees, it can help to
effectively manage and minimize ris®. For more information on the relevance of comm@programs

in sentencing, refer to Chapter 7, Sections 4 to 6.

There are two approaches to corporate respongituliself-regulation under anti-corruption lawhélfirst

is for the state to place a legal requirement @amizations to develop a compliance program and the
enforce any breaches. An alternative is for theegtapublicize best practices with notice to oigations
that they may have to justify any departures frbose practice¥® As of yet, the US, UK and Canada have
not specifically made the absence of a complianogram a crime or regulatory offence; however,
compliance programs are effectively necessary dubd enforcement of anti-corruption legislatidme t
consideration of compliance programs in sentenamtdy in the case of the UK, the substantive defehce
adequate due diligence.

6.2 International Framework for Anti-Corruption Compliance Programs

6.2.1 UNCAC

As previously noted, UNCAC came into force on Debeni4, 2005 and is the broadest and most widely
agreed to anti-corruption measuf@As of September 21, 2016, UNCAC has been ratlfieil80 member

127UNODC, A Resource Guide on State Measures for Strengtheonporate Integrit{New York: UN, 2013) at 1.

128 Mike Koehler,The Foreign Corrupt Practices Act in a New ENorthampton, MA: Edward Elgar Publishing, 2014384.
129 Todd Archibald, Kenneth Jull & Kent RoadRegulatory and corporate liability: From due diligee to risk managemer#nd
ed (Aurora, ON: Canada Law Book, 2004) at 14-3.

130 UNODC, Background of the United Nations Convention Aga@iruption,online:
<http://www.unodc.org/unodc/en/treaties/CAC/
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states:3* UNCAC does not specifically require its ratifyipgrties to provide guidelines on anti-corruption
compliance programs. Instead, Article 12 states“#wch party shall take measures...to preventuption
involving the private sector” and lists possibleasigres, includind??

Promoting the development of standards and procedures degigadguard the integrity
of relevant private entities, including codes of conductfercbrrect, honourable and proper
performance of the activities of business and all relevant piofesand the prevention of
conflicts of interest, and for the promotion of the usgadd commercial practices among
businesses and in the contractual relations of businessetheviitate.

While not specifically requiring state parties tmyide guidance to businesses on what constitutes a
effective anti-corruption compliance programs, ded encourage parties to promote the use of good
commercial practices. UNODC has publisheiResource Guide on State Measures for Strengthening
Corporate Integrity (Integrity Guide)which indicates that governments should conside@viging
guidance to the private sector on legal compliaesponsibilities?® It suggests that the core elements of
an effective anti-corruption compliance programude: executive leadership, anti-corruption pobced
procedures, training and education, advice andrtiegachannels, effective responses to problenmska
based approach, and continuous improvement viagieriesting and review!

6.2.2 OECD Anti-Bribery Convention

The OECDConvention on Combating Bribery of Foreign Publi€fials in International Business
Transactiong OECD Conventiof), which came into force on February 15, 1999, been ratified by 35
OECD countries and six non-member countries (AiganBrazil, Bulgaria, Colombia, Russia and South
Africa).'® It does not place any requirements on state gadiprovide guidance on key aspects of effective
compliance programs for the private sector. Funtioee, it does not require states to implement nats
require organizations to implement effective cowrplie programs. However, in 2009, the OECD
Recommendations for Further Combating Bribery afeign Public Officials (OECD Recommendations)
were adopted by all 41 states that had ratifieddB€D Convention. Recommendation Ill requests that
its members encourage companies to develop ancinepit adequate internal controls and compliance
programs and also provides companies V@tiod Practice Guidance on Internal Controls, Ethiasd
Compliance*®

6.2.3 Key Elements of Compliance Guideling3ublished by Various International
Organizations

The international community has created varioussttmguide companies in the prevention of coraupti
within their organization. These tools recognize domplexity of identifying and combating corruptio
and address the need for a multi-faceted appro@bththe involvement of the entire organization. did

131 UNODC, United Nations Convention against Corruption Sigmatand Ratification Status as of 21 September 20ile:
<http://www.unodc.org/unodc/en/treaties/ CAC/signesihtmb.

132 United Nations Convention Against Corrupti@nto 11 December 2003, A/58/422, (entered intoefdré December 2005) at
article 12 s 2(b), online:tps://www.unodc.org/documents/treaties/UNCAC/Ruttions/Convention/08-50026 E. pdf

133 UNODC, A Resource Guide on State Measures for StrengtheDarporate IntegrityNew York: UN, 2013) at 1, online:
<https://www.unodc.org/documents/corruption/Publmat/2013/Resource_Guide on_State Measures_fonddtening_Corp
orate_|Integrity.pd#.

134 |bid at 13-14.

135 OECD, OECD Convention on Combating Bribery of Foreign Rubfficials in International Business Transact®monline:
<http://www.oecd.org/daf/anti-bribery/oecdantibripgsnvention.htrr.

136 OECD,Recommendation of the Council for Further CombaBnigpery of Foreign Public Officials in Internatiah Business
Transactiong26 November 2009), onlineh#ps://www.oecd.org/daf/anti-bribery/44176910xdf
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companies in their anti-corruption policies, thiédaing organizations have published guidelineagsist
companies in the implementation of effective comupdie program&¥’

— The Asia-Pacific Economic Co-operation (APEC) hekased the Anti-Corruption Code of
Conduct for Busines'$®

— Transparency International (TI) has released Bssifinciples for Countering Bribels?.

— Transparency International-Canada (TI-Canada) b&sased the Anti-Corruption Compliance
Checklist!4

— The Organisation for Economic Co-operation and [mpraent (OECD) has produced the Good
Practice Guidance on Internal Controls, Ethics, @athpliance:*

— The World Bank created the Integrity Compliancedglines'*?

— The World Economic Forum Partnering Against Coriauptnitiative (PACI) created the Principles
for Countering Bribery

— The International Chamber of Commerce (ICC) hasdgpeed the Rules on Combating
Corruptiont**

— The International Organization for Standardiza(l80) has developed and published ISO 37001
anti-bribery management system (ABMS) standarafganizations®®

These guidelines and principles provide organinstiwith suggestions on how to create and maintain a
anti-corruption program that falls within UNCAC siidelines. Lawyers who are assisting a client in
drafting or amending its compliance program shdaidiliarize themselves with these guidelines. er i
house lawyers, the Association of Corporate Cou{#@L) has prepared a How-To Manual on Creating
and Maintaining an Anti-corruption Compliance Prangt“®

Organizations in the public, private and voluntasctors may obtain independent certification of
compliance of their ABMS with ISO 37001 standaral aaquire their major contractors, suppliers and
consultants to provide evidence of compliaéén relation to the organization’s activities, tisimndard
addresses:

— bribery in the public, private and not-for-profit sectors;

137 SeeAnti-Corruption Ethics and Compliance Handbook Barsines§OECD, UNODC & World Bank2013) for an overview
of the principles in the various compliance progsaand guidelines for implementing a successfulemtiuption compliance
program.

138 Asia-Pacific Economic Co-operatioAPEC Code of Conduct for Busine8®EC#207-S0-05.1 (September 2007), online:
<http://publications.apec.org/publication-detail.@ppb_id=269.

139 Transparency Internation@psiness Principles for Countering BribeBd ed (October 2013), online:
<http://www.transparency.org/whatwedo/publicatiorsiness _principles for_countering_bribery

140 Transparency International-Canada, Anti-Corrup@ampliance Checklist, 3rd ed (2014), online:
<http://www.transparencycanada.ca/wp-content/upk@8d</09/2014-Tl-Canada_Anti-Corruption_Complian€hecklist-
Third_Edition-20140506.pat

141 OECD,Good Practice Guidance on Internal Controls, Ethimsd Compliancé€l18 February 2010), online:
<http://www.oecd.org/daf/anti-bribery/44884389 pdf

142World Bank,Integrity Compliance Guideling2010), online:
<http://pubdocs.worldbank.org/en/489491449169632r i rity-Compliance-Guidelines-2-1-11.pdf

143 World Economic Forum Partnering Against Corruptinitiative, Principles for Countering Briber{2004), online:
<http://www3.weforum.org/docs/WEF_PACI_Principles020df.

144 International Chamber of Commerce Commission onpQate Responsibility and Anti-CorruptioRules on Combating
Corruption (17 October 2011) online:h¢tp://www.iccwbo.org/Data/Policies/2011/ICC-Rules-Combating-Corruption-2013/
145 International Organization for Standardizatioh$® 37001 — Anti-bribery management systems”, @nlin
<http://www.is0.0rg/iso/iso370(1

146 Kristen Collier Wright, Wally Dietz & Lindsey Fetr, “How-To Manual on Creating and Maintaining antiAcorruption
Compliance Program” (2015) 33:5 ACC Docket 38, mali<http://www.acc.com/docket/articles/resource.cfmPshib401723.
147 Global Infrastructure Anti-Corruption Centre, “émbational Standard 1SO 37001 Anti-bribery Managen®ystems
Standard”, online: kttp://www.giaccentre.org/ISO37001.pfp
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— bribery by the organization;

— bribery by the organization's personnel acting on the orgamzabehalf or for its benefit;

— bribery by the organization’s business associates acting angarization’s behalf or for its
benefit;

— bribery of the organization;

— bribery of the organization's personnel in relation to tigamization’s activities;

— bribery of the organization's business associates in relatitie torganization’s activities;

— direct and indirect bribery (for instance, a bribe offered oepted through or by a third
party)148

To help prevent, detect and deal with bribery, B001 requires the organization't®:

=

Implement the anti-bribery policy and supporting-dmnibery procedures (ABMS);

2. Ensure that the organization’s top management has overall negisiity for the
implementation and effectiveness of the anti-bribery policy AB§1S, and provides the
appropriate commitment and leadership in this regard,;

3. Ensure that responsibilities for ensuring compliance wehattti-bribery policy and ABMS
are effectively allocated and communicated throughout the organization

4. Appoint a person(s) with responsibility for overseeingi-brnibery compliance by the
organization (compliance function);

5. Ensure that controls are in place over the making of decisiomdation to more than low
bribery risk transactions. The decision process and tle¢ ¢évauthority of the decision-
maker(s) must be appropriate to the level of bribery risklkenttee of actual or potential
conflicts of interest;

6. Ensure that resources (personnel, equipment and financial) areavslddle as necessary
for the effective implementation of the ABMS;

7. Implement appropriate vetting and controls over the orgaaiZatpersonnel designed to
ensure that they are competent, and will comply with the aibity policy and ABMS, and
can be disciplined if they do not comply;

8. Provide appropriate anti-bribery training and/or guidanceetsgmnel on the anti-bribery
policy and ABMS;

9. Produce and retain appropriate documentation in relation tiegign and implementation of
the anti-bribery policy and ABMS;

10. Undertake periodic bribery risk assessments and appropriatdigaeat on transactions and
business associates;

11. Implement appropriate financial controls to reduce bribery fé&sg. two signatures on
payments, restricting use of cash, etc.);

12. Implement appropriate procurement, commercial and other naneia controls to reduce
bribery risk (e.g. separation of functions, two signatores/ork approvals, etc.);

13. Ensure that all other organizations over which it has comty@lement anti-bribery measures
which are reasonable and proportionate to the nature and ektanittery risks which the
controlled organization faces;

14. Require, where it is practicable to do so, and would helgatdithe bribery risk, any business
associate which poses more than a low bribery risk to thenagion to implement anti-
bribery controls which manage the relevant bribery risk;

15. Ensure, where practicable, that appropriate anti-bribery commgnaet obtained from
business associates which pose more than a low bribery tis& twganization;

16. Implement controls over gifts, hospitality, donations sintllar benefits to prevent them from

being used for bribery purposes;

148 International Organization for Standardizatior§C 37001:2016(en) Anti-bribery management systenReguirements
with guidance for use”, s 1 (Scope), onlinéttgs://www.iso.org/obp/ui/ - iso:std:is0:37001: 44 .erp.

149 Global Infrastructure Anti-Corruption Centre, “émbational Standard 1SO 37001 Anti-bribery Managen®ystems
Standard”, online: kttp://www.giaccentre.org/ISO37001.pfp
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17. Ensure that the organization does not participate in, odwaitis from, any transaction where
it cannot appropriately manage the bribery risk;

18. Implement reporting (whistle-blowing) procedures whiclcamage and enable persons to
report suspected bribery, or any violation of or weaknesserABMS, to the compliance
function or to appropriate personnel;

19. Implement procedures to investigate and deal appropriatelyamithsuspected or actual
bribery or violation of the ABMS;

20. Monitor, measure and evaluate the effectiveness of the ABMS presgdur

21. Undertake internal audits at planned intervals which assessextie¢hABMS conforms to
the requirements of ISO 37001 and is being effectively impieed;

22. Undertake periodic reviews of the effectiveness of the ABMSdygdmpliance function and
top management;

23. Rectify any identified problem with the ABMS, and improve &BMS as necessary.

In general, the keys to success promoted by vammtiscorruption compliance guidelines tend to fall
within the following six categories: (1) clear pnfifrom the top; (2) communication and training) (3
developing and implementing an anti-corruption paog (4) incentivizing and promoting compliance);, (5
detecting and reporting violations; and (6) corgirtesting and improveme#€ | will briefly comment on
each of these categories.

(1) Clear policy from the top

An effective compliance program requires commitnfeotn the top level of the organization. A strong
program may be prone to failure if the senior managnt is not committed to its implementation. Senio
management establish the culture of ethics forotiganization, and without a zero tolerance poliay o
corruption, it is unlikely that the program will le$fective in combating corrupt transactions. Tlo&qy
should be clear and spoken from one voice, so tisate confusion about company expectations and the
company’s definition of corruption. Senior managaettesupportand commitment to the program should
be an “ongoing demonstration of the company’s noant values! Senior management must make it
clear that the company’s zeal for more businesaoiit does not mean getting more business byifiee

of bribery.

(2) Communication and training

Companies are required to communicate and train ¢ingployees on their compliance programs and on
anti-corruption laws. Communication and trainingsinbe in the local language of the employee ireword
to be effective. Orthofix International was targetey the DOJ for failing to adequately communicate
compliance programs with its employees. In its erdment action against the company, the DOJ stated:
“Orthofix International, [...] failed to engage inyaserious form of corruption-related diligence byefd
purchased [the subsidiary]. Although Orthofix Im&tional promulgated its own anti-corruption policy
that policy was neither translated into Spanishimmiemented at [the subsidiaryf? Companies should

150 TI-Canada suggests that a corporate anti-cornugiimpliance program may be developed and implegdeintthe following
six steps: (1) commit to the anti-corruption pragriiom the top, (2) assess the current statusiakdnvironment, (3) plan the
anti-corruption program, (4) act on the plan, (3)nitor controls and progress, and (6) report irgkbynand externally on the
program. See Transparency International-Canadai-@ortuption Compliance Checklist, 3rd ed (2014}, %6, online:
<http://www.transparencycanada.ca/wp-content/upk@8d</09/2014-Tl-Canada_Anti-Corruption_Compliar€hecklist-
Third_Edition-20140506.pat

1SIUNDOC, Anti-Corruption Ethics and Compliance ProgrammeBuoisiness: A Practical Guid@\New York: UN, 2013) [ebook].
For more information on the importance of corpor@tiure in combating corruption, see David Hes€@stie Ford, “Corporate
Corruption and Reform Undertakings: A New Appro&etan Old Problem” (2008) 41 Cornell Int’l LJ 301.

152 Mike Koehler,The Foreign Corrupt Practices Act in a New ENorthampton, MA: Edward Elgar Publishing, 2014348.
See alsoUnited States v Orthofix InternationdllV, 4:12-CR-00150-RAS-DDB-1, online:hétps://www.justice.gov/criminal-
fraud/case/united-states-v-orthofix-internationaleourt-docket-number-412-cr-00150-¥as
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tailor training to the position of the employeeffelient aspects of corruption law will apply to doyees

in accounting versus employees in sales, which mddferent controls to prevent and report corrompti
will be required for each group. Training shouldaatonsider the level of the employee, as highesl le
managers, who often set the tone for the officdepartment, may require more extensive training and
knowledge of anti-corruption initiatives than lowevel employees.

(3) Developing and implementing an anti-corruption progam

An effective anti-corruption program should be sfeally tailored to the risks the company facesn@ols
should be in place to reduce to a reasonable teeathance that corrupt transactions occur anddare
that employees are not given unreasonable opptesitd participate in corrupt acf8. Characteristics of
a well-designed compliance program include conscstewith applicable laws, adaptation to specific
requirements, participation of stakeholders, shagsgonsibility, accessibility, readability, pronaot of a
trust-based internal culture, applicability, contty and efficiency®

TI's Business Principles for Countering Bribestate that the Board of Directors, or equivalerdyhas
responsible for implementing and overseeing theptiamce program®® The CEO is responsible for
ensuring the program is implemented and adheré&d e Board of Directors and/or CEO should enlist
various experts, such as lawyers, accountants angpl@ance officers, to design and implement the
program. Additionally, managers and staff, parteciyl those faced with bribery demands or forms of
corruption, may provide assistance in the developnud the program. In medium-sized or large
companies, the Board of Directors, or similar gaumy body, should create a special internal unit to
develop and implement the compliance progtam.

A primary aspect of a company’s compliance progmauthat it implements adequate financial controls
and follows generally accepted accounting standafti® complexity of these features will dependhan

risk level and size of the company. Payments ofréam type, or over a certain amount, could regjuir
multiple authorizations to ensure that they arini@ with company policies. Procedures must pratabi
prevent actions such as the creation of off-thekbaccounts, the making of inadequately identified
transactions, the recording of non-existent exganel, the use of false documents, the recording of
liabilities with incorrect identification and theatentional and unlawful destruction of book-keeping
recordst®® Accounting controls should not only prevent wrargfransactions and other forms of
wrongdoing, but should also assist in bringing vgawing to light through regular audifs.

Compliance programs should also address gifts atettainment expenses, particularly for government
officials. Company policy should outline appropeidevels for gift or entertainment expenses, a$ asl
any exceptions to allowable expenses. These expemsg require multiple levels of approval and

153 This section will address several areas that ciamgé programs should cover. Depending on the comphe compliance
program will be expanded or reduced to suit thesrthe company faces and the types of transadti@msers into.

154 UNDOC, Anti-Corruption Ethics and Compliance ProgrammeBaisiness: A Practical GuidéNew York: UN, 2013) [ebook]
at 28-29. The Guide describes each of these deaistizs in more detail.

159bid at 29 Transparency InternationaBusiness Principles for Countering Briberigd ed (October 2013) at 6.1, online:
<http://www.transparency.org/whatwedo/publicatiorsiness _principles for_countering_bribery

156 |bid.

157 Stefania Giavazzi, Francesca Cottone & Michele Rysa, “The ABC Program: An Anti-Bribery ComplianBeogram
Recommended to Corporations Operating in a Muitinal Environment” in Stefano Manacorda, FrancgSeatonze & Gabrio
Forti, edsPreventing Corporate Corruption: The Anti-Briberp@pliance ModglCham: Springer International Publishing, 2014)
at 140 [ebook].

158 United Nations Convention Against Corrupti@to 11 December 2003, A/58/422, (entered intoefdré December 2005) at
article 12.3.

159 World Bank,Integrity Compliance Guideling2010) at 6.1, online:
<http://pubdocs.worldbank.org/en/489491449169632ri&)rity-Compliance-Guidelines-2-1-11. pdf
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increased disclosure as the size and nature gfitweasonably dictates. Suggested best practigeires
prior written approval by the direct supervisor fexceipt or offer of gifts, with consideration dfet
aggregate amount of gifts or promotional expensesiged to or received from the public official time
recent past®® Any gifts or other benefits provided or receivétbsld be recorded in an accurate and
transparent manner and the company should recftsdoffiered but not acceptééh.

Charitable and political donations should alsoddressed in the compliance program. The comparyy ma
wish to set out various approval levels; for exampleater donations might require approval frammoae
senior individual within the company. Public dissiloe is suggested for both charitable and political
donations®? Any political donations must be carried out in @cance with applicable laws, which vary
greatly from jurisdiction to jurisdiction. Preliméary checks are suggested for charitable donatiiogrssure
the charity is legitimate and not affiliated withlgic officials with whom the company deafé Suggested
minimum standards for charitable donations include:

— All contributions must be approved by senior mamaga, with evidence provided of the nature
and scope of the individual contribution.

— The beneficiary must show that it has all relevaenrtifications and has satisfied all requirements
for operating in compliance with applicable laws.

— An adequate due diligence review on the benefi@atity must be carried out.

— Contributions shall be made only in favor of weatlkvn, reliable entities with outstanding
reputations for honesty and correct business pextiand which have not been recently
incorporated.

— Contributions must be properly and transparenttpirged in the company’s books and records.

— The beneficiary entity shall guarantee that contrdns received are recorded properly and
transparently in its own books and reco'fds.

The compliance program must also address contfactservices and procurement policies. Contracts
should include “express contractual obligationsyedies, and/or penalties in relation to miscondtfét.
Additionally, various approval levels may be neefledcontracts with third parties depending on gl

or nature of the contract. Higher risk areas ortremts for large amounts should normally requireemo
approvals than standard low-value contracts. Prdjeancing should normally require additional
safeguards to ensure that all applicable laws eirggtcomplied with.

Conflicts of interest should be addressed by tmeptiance progrants®

The enterprise should establish policies and proceduregmntifig monitor and manage
conflicts of interest which may give rise to a risk of brip— actual, potential or perceived.

160 Stefania Giavazzi, Francesca Cottone & Michele Rysa, “The ABC Program: An Anti-Bribery ComplianBeogram
Recommended to Corporations Operating in a Muitinal Environment” in Stefano Manacorda, Franceseatonze & Gabrio
Forti, edsPreventing Corporate Corruption: The Anti-Briberp@pliance ModglCham: Springer International Publishing, 2014)
at 151 [ebook].

1611bid.

162 Transparency InternationaBusiness Principles for Countering Briber§d ed (October 2013) at 5.3.2 & 5.4.2, online:
<http://www.transparency.org/whatwedo/publicatiorsiness _principles for_countering_bribery

163 Stefania Giavazzi, Francesca Cottone & Michele Rysa, “The ABC Program: An Anti-Bribery ComplianBeogram
Recommended to Corporations Operating in a Muitinal Environment” in Stefano Manacorda, FrancgSeatonze & Gabrio
Forti, edsPreventing Corporate Corruption: The Anti-Briberp@pliance ModglCham: Springer International Publishing, 2014)
at 159 [ebook].

1641bid at 159-160.

165World Bank,Integrity Compliance Guideling2010) at 6.2, online:
<http://pubdocs.worldbank.org/en/4894914491696 321} rity-Compliance-Guidelines-2-1-11.pdf

166 Transparency InternationalBusiness Principles for Countering Bribendd ed (October 2013) at 5.1, online:
<http://www.transparency.org/whatwedo/publicatiorsiness _principles for_countering_bribery
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These policies and procedures should apply to directorserdffiemployees and contracted
parties such as agents, lobbyists and other intermediaries.

Human resource policies and practices, particularlyegard to hiring, remunerating and incentivigin
employees need to be considered as an aspect obtigiance program. It is particularly importaat t
include a policy that “no employee will suffer detioo, penalty, or other adverse consequencesfiosirg
to pay bribes even if such refusal may result sehterprise losing busines$§?”

(4) Incentivizing and promoting compliance

Compliance with anti-corruption programs shoulddaequately incentivized and promoted in order to
ensure that employees are more likely than notvtidacorrupt transactions. This area requires caref
implementation because incentivizing employeesnofésults in adverse effects for anti-corruptiony.(e
rewards for high sales or punishment for low saesy incentivize employees to reach sales targets,
regardless of the means employed). Companies slemsigre that they are complying with local law in
structuring their incentive schemes. They also Ehtast their program to ensure that it does noinmte
corrupt behaviour.

(5) Detecting and reporting violations

A compliance program is more effective if it also works to ded@ct report violations. Although adequate
safeguards may be in place, if the organization is not actieekirsg to detect violations, employees will not
be properly incentivized to stop their corrupt behaviows.cérrupt individuals will be able to find a way around
any scheme, the program must ensure that there is active detedtreparting of violations to ensure that there
is a risk to engaging in corrupt practices.

(6) Continual testing and improvement

Compliance programs should evolve with companiastheir work environments. Without continually
testing the program for effectiveness and improging weaknesses, a company’s compliance program can
quickly become outdated. For example, the usechin@ogy and the Internet has completely changeat wh
an effective compliance program should look likeld&ionally, the company’'s area of business may
change and require new mechanisms for preventetgcting and reporting corrupt acts.

An anti-corruption compliance program may be evidan two ways: (1) the suitability of the program
design; and (2) the operational effectiveness efdbntrols in plac&® External counsel may have to
undertake more due diligence than in-house cowmseh performing tests of a compliance system, since
external counsel may be less aware of the actwahtipg practices of the company. External coumssi

also be accused of trying to gold plate complissystems by making them more complex than necessary.
On the other hand, internal counsel must be awtee@roblem of cognitive dissonance and its teage

to promote assumptions that the status quo isteféec

(7) TI's Assurance Framework

In 2012, TI published an Assurance Framework aiategissisting enterprises in receiving “independent
assurance of their anti-bribery programm8 It its guidelines on thBribery Act 2010the UK Ministry
of Justice recommends the use of external verifinatr independent assurance to achieve the measure

167 |bid at 6.3.3.

168 Jermyn Brooks, Susan Coté-Freeman & Peter Wilkingdssurance Framework for Corporate Anti-Bribery Pragpmes
(Berlin: Transparency International, 2012) at 9.

169 bid at 5.
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necessary to prevent bribéj.Independent assurance, defined by the AA1000 AsserStandard 2008,
is:t71

the methods and processes employed by an assurance practitioegaliate an
organization’s public disclosures about its performance asawelhderlying systems, data
and processes against suitable criteria and standards in oideretase the results of the
assurance process in an assurance statement credibility of pabtlosdre.

Benefits of conducting independent assurance ofcantuption compliance programs include the
following:1"?

Strengthening its programme by identifying areas for iwvgment;

Providing confidence to the board and management of the adequdsyaati-bribery
programme;

Increasing the credibility of its public reporting onatsti-bribery programme;
Maintaining and/or enhancing its reputation as an enterprismittad to high standards of
integrity and transparency;

Contributing to a case for mitigation of sentencing in thenewf a bribery incident in
jurisdictions where this applies;

Helping restore market confidence following the discovery aftaely incident; and
Meeting any future pre-qualification requirements.

Lawyers may serve as assurance practitioners ts@wdhe assurance process. In this capacity tieey a
able to test and review the effectiveness of thiecamruption compliance program and assist the pamy
in identifying any risks that still need addressing

6.3 US Framework
6.3.1 Foreign Corrupt Practices Act

The FCPA does not explicitly require companies awehan anti-corruption compliance program. Even
though there is no affirmative defense for havimgagtive and effective anti-corruption compliance
program under the FCPA, enforcement agencies cemsidmpliance programs to be a necessary
mechanism and, as explained more fully in Chapt&egtion 6.1.6.2 and Chapter 7, Section 6, vektr
companies that follow a reasonable compliance pragar more leniently.

6.3.2 Guidelines and Interpretation

The DOJ often sets specific requirements for coamgle programs in companies that have agreed to a
resolution under the FCPA. These resolutions pefidther illustration as to what the DOJ considers
be reasonable standards for company complianceghrd to DPAs and NPA$ the DOJ has statéd:

170 YK, Ministry of JusticeGuidance about procedures which relevant commemmighnisations can put into place to prevent
persons associated with them from bribing (sec8iaf the Bribery Act 201(QLondon: Her Majesty’s Stationary Office, 2012) at
31.

171 Jermyn Brooks, Susan Coté-Freeman & Peter Wilkindssurance Framework for Corporate Anti-Bribery Pragmes
(Berlin: Transparency International, 2012) at 6.

1721bid at 7.

173 DPA refers to deferred prosecution agreement. Ki#éxs to non-prosecution agreement.

174 Mike Koehler,The Foreign Corrupt Practices Act in a New ENorthampton, MA: Edward Elgar Publishing, 201434a8.
For more information on the use of DPAs and NPA&g: $JS Government Accountability OfficEporporate Crime: DOJ Has
Taken Steps to Better Track its Use of DeferredNora-Prosecution Agreements, but Should Evaludeetifenes§GA-10-110)
(Washington, DC: US Government Accountability Oéfi@009).
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DPAs and NPAs benefit the public and industries by pingiduidance on what constitutes
improper conduct. [...] Because the agreements typically providecigation of the
improper conduct at issue, the agreements can serve as an edudatibriaf other
companies in a particular industry.

These settlement agreements are in relation tovpak&CPA charges against specific companiestHayt
can be useful in tailoring a compliance progranth® specific needs of other organizations and apke
other companies abreast of new requirements tedd@J may look for.

Another resource is provided by SEC enforcemenérsrdigainst companies charged under the FCPA
These orders indicate areas of a business or mydwkere the SEC has pursued charges in the pést an
may continue to do so in the future. In 2014, ARoducts Inc. (Avon) was charged with violating the
FCPA because it failed to implement controls tovpree and detect bribe payments in the form of gifts
its Chinese subsidiafy® In addition to a $135 million USD fine for SEC lations and criminal charges,
Avon was required to have g®mpliance program reviewed by an independent camg monitor for 18
months and self-report on its compliance effortsafio additional 18 montHs? In September 2016, Och-
Ziff Capital Management Group agreed to a nearlj0faillion settlement with the SEC for paying bsbe
to secure mining rights and corruptly influence Ipubfficials in Libya, Chad, Niger, Guinea, andeth
Democratic Republic of the Condt.The SEC order found that Och-Ziff failed, in pautar, to devise
and maintain an adequate system of internal cantooprevent corrupt payments to foreign government
officials.}’® As part of the settlement, Och-Ziff agreed to iempént enhanced internal accounting controls
and policies, designate a Chief Compliance Offiggro, for a period of five years, would not
simultaneously hold any other officer position aheXiff, and to retain an independent monitor fpesiod

of no less than 36 mont The SEC’s enforcement actions against Avon and-Zfrspeak to the
importance of implementing an effective compliapoagram.

6.3.2.1 The DOJ and SEC: A Resource Guide

The DOJ and SEC view a corporate compliance prograrassential to ensuring compliance with the
FCPA, as the program will assist in detection amdgntion of violations. The DOJ and SEC have ssda

A Resource Guide to the US Foreign Corrupt Prastiéet(Resource Guide) to assist organizations in
their compliance with the FCPA. The Resource Guyidwvides information for all sizes and types of
businesses on implementing effective anti-corrupgitograms within their organization.

The Resource Guide also indicates that companigsasiequate compliance programs will fare better if
they, despite their compliance program, somehovatédhe FCPA. The implementation and enforcement
of an adequate compliance program is a major fagtencouraging the DOJ and SEC to resolve charges
through a deferred prosecution agreement (DPA) noraprosecution agreement (NPA).As noted,
having an effective compliance program will alsfiiience whether a DPA or NPA is made, the terms of
the corporate probation and the amount of the fihee DOJ and SEC look for three basic requirements

175 US Securities Exchange Commission, Press Reléadd-285, “SEC Charges Avon WifFCPA Violations” (17 December
2014), online: #ttp://www.sec.gov/news/pressrelease/2014-285html

176 |bid.

77 US Securities and Exchange Commission, Press $el@016-203, “Och-Ziff Hedge Fund Settles FCPA rGes! (29
September 2016), onlineh&ps://www.sec.gov/news/pressrelease/2016-203=html

178 US Securities and Exchange Commission, “Ordeiitiristg Administrative and Cease-and-Desist Prowegipursuant to
Section 21C of the Securities Exchange Act of 1284 Sections 203(e), 203(f) and 203(k) of the stwent Advisers Act of
1940, Making Findings, Imposing Remedial Sanctiand a Cease-and-Desist Order, and Notice of Hearkaministrative
Proceeding File No. 3-17595, at 5, onlinéttgs://www.sec.gov/litigation/admin/2016/34-7898%>.

1791bid at 32-33, 36-44.

180ys, Department of Justice & Securities Exchange @imsion,A Resource Guide to the US Foreign Corrupt Prastiéet
(Washington, DC: US Government Printing Office, 2Pat 56, online: kttps://www.justice.gov/criminal-fraud/fcpa-guida>c
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when evaluating a compliance program: (1) effectigsign of the program, (2) good faith applicatién
the program, and (3) actual effectiven&$#t the time of sentencing, a culpability scoressigned to the
company®? This score is multiplied against the original fidetermination and can reduce the fine to 5%
of the original fine or increase it by four timdetoriginal fine. One aspect of determining theabllity
score is the organization’s compliance program (eggpter 7, Sections 4.5 and 4.6).

According to the Resource Guid&ffective compliance programs are tailored to thgany’s specific
business and to the risks associated with thahbsgsi They are dynamic and evolve as the busimess a
the markets changé® When implemented throughout the entire organimatioprogram that is carefully
calculated to address the specific risks facedheyptsiness will help “prevent, detect, remedeate, report
misconduct, including FCPA violation$®* The Resource Guide stresses the importance ofitajlthe
compliance program to fit the needs of the orgditnad®®

One-size-fits-all compliance programs are generally ill-concearetlineffective because
resources inevitably are spread too thin, with too much foouw-risk markets and

transactions to the detriment of high risk areas. Devotingpaagportionate amount of time
policing modest entertainment and gift-giving instead ofifing on large government bids,
guestionable payments to third-party consultants, or excedsigeunts to resellers and
distributors may indicate that a company’s compliance progsaneffective.

Implementing an effective compliance program resglian assessment of the types of risks a company
faces and an analysis of the best use of complidakiars to prevent corruption in the organizatidhe
Resource Guidstresses the importance of the following aspectsieffective compliance prograf:

- Commitment from Senior Management and a Clearly ArticulatedyPAljainst Corruption
- Code of Conduct and Compliance Policies and Procedures

- Oversight, Autonomy, and Resources

- Risk Assessment

- Training and Continuing Advice

- Incentives and Disciplinary Measures

- Third Party Due Diligence and Payments

- Confidential Reporting and Internal Investigation

- Continuous Improvement: Periodic Testing and Review

- Mergers and Acquisitions: Pre-Acquisition Due Diligence Bodt-Acquisition Integration

Additionally, the Resourc8uidealerts companies to the international organizatigusielines previously
discussed.

6.3.2.2 US DOJ Sentencing Guidelines

The US Sentencing Guidelines set out seven minirstandards for complying with due diligence
requirements and promoting an ethical organizationkure. As these are the DOJ’s own guidelined an

1811hid.

1821hid.

183 | bid.

1841hid.

185 | bid at 58.

186 |bid at 57-62.
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not legislation or regulations, they are not bigglimwever, the DOJ avoids deviation from thesdglines
absent a very good reason to do so. The guidedmesify that the organizations must:

- establish standards and procedures to preventetadtariminal conduct;

- ensure that the compliance program is coming fitoertdp down throughout the organization;

- make reasonable efforts to ensure that persontielsibstantial authority are not known to have
engaged in illegal activities;

- make reasonable efforts to communicate standarmdgrotedures to personnel with substantial
authority and the governing body;

- take reasonable steps to monitor compliance with ghogram and audit the program for
effectiveness;

- promote and enforce the program throughout the nizgdon and appropriately incentivize
compliance; and

- respond appropriately when criminal conduct is clew®, including making any necessary
modifications to the compliance program.

The Sentencing Guidelines are a starting pointofgianizations to determine what is required for an
adequate compliance program. The Guidelines adlvéen determining how to meet each requirement,
factors to consider are (i) industry practice andeggnment regulation; (ii) an organization’s siaad (iii)
similar misconduct®® The Sentencing Guidelines, created to guide pusexin seeking the appropriate
punishment for corporations, “have become the bmack for US corporations seeking to both satisfy
corporate governance standards and to minimizeeseing exposure in the event of a prosecution and
conviction.® These guidelines are stated to be a minimum reongint and thus do not necessarily reflect
best practice. More information about these guigalican be found in Chapter 7, Section 4.

6.4 UK Framework
6.4.1 Bribery Act 2010

Section 7(1) of th@ribery Actcreates a strict liability offence if an organieatfails to prevent bribery by
a person associated with it, while section 7(2yjges a complete defence to this offence if thepization
has “adequate procedures” in place. Section 7 ges¥i°

(1) A relevant commercial organization (C) is guilty of an offencdeurthis section if a
person associated (A) with C bribes another person intending
(a) to obtain or retain business for C, or
(b) to obtain or retain an advantage in the conduct of busines§s fo
(2) But it is a defence for C to prove that C had in place adequatedures designed to
prevent persons associated with C from undertaking such conduct

Under section 7, “businesses who fail to have aateqorocedures in place and whose ‘associatednsrso
commit bribery are at risk of being prosecut&d.The effect of this provision is that anti-bribery
compliance programs are mandatory for all “relevamhmercial organizations” if they want to avoid
liability for bribery offences committed by persoassociated with the organization. Section 9 of the
Bribery Act requires the Secretary of State to ‘Ilmlibguidance about procedures that relevant coialer

187Unites States Sentencing CommissiGujdance Manua{2016), c. 8, §8B2.1, onlineh#p://www.ussc.gov/guidelines/2016-
gquidelines-manual

188 |bid, c. 8, Commentary to 88B2.1, para 4(B).

189 Robert TarunForeign Corrupt Practices Act Handbod®rd ed (Chicago: American Bar Association Pulitigh2013) at 94.
190 Bribery Act 201QUK), ¢ 23, s 7.

191 Colin Nicholls QC et alCorruption and Misuse of Public Officend ed (Oxford: Oxford University Press, 2011) @&t 9
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organizations can put in place to prevent perseasdaated with them from committing bribedy?The
guidelines were published in April, 2011.

In December 2016, Sweett Group PLC pleaded guwlfiailing to prevent an act of bribery committed by
its subsidiary, Cyril Sweett International Limitéd,order to secure a contract with Al Ain Ahlisslrance
Company (AAAI) for the building of the Rotana HotelAbu Dhabit®® In February 2016, Sweett Group
PLC was sentenced and ordered to pay £2.25 miflidhus becoming the first company to be fined under
s. 7 of the Bribery Act. The SFO's successful progen of Sweett Group speaks to the importance of
implementing an adequate anti-corruption compliggrogram.

6.4.2 Guidelines and Interpretation

UK case law provides insight on the interpretatidrihe phrase “carries on business” in sectionhe T
courts have found that a singular transactiorsskatial to the carrying on of business or caroigdn the
course of business, can constitute carrying onniessi under section'®. The courts have also found a
business to be carried on in the case of a comeagsged only in collecting debts owed and payirfig of
creditors!®

On March 30, 2011, the Ministry of Justice (MOJbished statutory Guidance, which came into fonee o
July 1, 2012%” On the same day, the Serious Fraud Office (SF@)Grown Prosecution Service (CPS)
published thdBribery Act 2010: Joint Prosecution Guidance of Biesctor of the SFO and the DPP (the
Joint Guidance}o ensure consistency in prosecutitiis.

6.4.2.1 Bribery Act 2010:Guidance

The MOJ Guidance provides insight into the objexgiuf theAnti-Bribery Act 2010particularly in regard
to section 7%

The objective of the Act is not to bring the full forcetloé criminal law to bear upon well
run commercial organisations that experience an isolated incideriibery on their behalf.
So in order to achieve an appropriate balance, section 7 previdédefence. This is in
recognition of the fact that no bribery prevention regime bel capable of preventing
bribery at all times. However, the defence is also includettierdo encourage commercial
organisations to put procedures in place to prevent bribgpgtspns associated with them

The MOJ Guidance sets out six principles to infesraluation of a company’s compliance prograh{1)
proportionate procedures; (2) top level commitme®) risk assessment; (4) due diligence; (5)
communication; and (6) monitoring and review. Thimgiples are intended to focus on the outcome of

192 Bribery Act 201qUK), s 9.

193 UK Serious Fraud Office, “Sweett Group PLC pleagisilty to bribery offence” (18 December 2015), ol
<https://www.sfo.gov.uk/2015/12/18/sweett-group-pleads-guilty-to-bribery-offence/

194 UK Serious Fraud Office, “Sweett Group PLC senéehand ordered to pay £2.25 million after Bribeigt Aonviction” (19
February 2016), online: https://www.sfo.gov.uk/2016/02/19/sweett-group-pémtenced-and-ordered-to-pay-2-3-million-after-
bribery-act-convictior#.

195 Morphitis v Bernascon{2003] EWCA Civ 289 aparas 42-49, [2003] 2 WLR 1521.

196 Re Sarflax Ltd1979] Ch 592 (Ch D) 993, 1 All ER 529.

197 UK, Ministry of Justice Guidance about procedures which relevant commemmighnisations can put into place to prevent
persons associated with them from bribing (secéiaf the Bribery Act 201Q).ondon: Her Majesty’s Stationary Office, 2012).
198 Colin Nicholls QC et alCorruption and Misuse of Public Officend ed (Oxford: Oxford University Press, 2011) 3t .1

199 UK, Ministry of JusticeGuidance about procedures which relevant commemmighnisations can put into place to prevent
persons associated with them from bribing (sec@iafi the Bribery Act 201(L.ondon: Her Majesty’s Stationary Office, 2012) at
8.

200 | pid at 20.
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preventing bribery and corruption and should bdiaglexibly, as commercial organizations encoute
wide variety of circumstances that place themsk?ft

(1) Proportionate Procedures

This principle requires that the organization’s-dnibery procedures be proportionate to the byilvesks
the organization faces and proportionate to thetuhea scale and complexity of the commercial
organisation’s activities?®2 The use of the term “procedure” encompasses hetbrganization’s policies
and the implementing procedures for those polidigs.level of risk the organization faces may fecéd

by factors such as the size of the organizationtaedype and nature of the persons associateditfth

In the commentary to the guidance, the MOJ sugdepiss that will normally be included in anti-beity
policies as well procedures that could be impleeend prevent bribery.

(2) Top Level Commitment

This principle requires the board of directorsequal top level management of the organizatiorpeto
committed to the prevention of bribery by persoitbiw or working with their organizatiof?? It also states
that top level management should “foster a cultuithin the organization in which bribery is never
acceptable?®

(3) Risk Assessment

This principle requires the organization to conduatiodic assessments of the internal and exteisied
that the organization facé¥.These assessments should be informed and docuhn@hRisk assessments
will be discussed more fully later in this chapter.

(4) Due Diligence

This principle requires the organization to appp@priate due diligence procedures when its engasy
and agents are performing services for or on betidlfe organizatiod® Due diligence will be discussed
more fully later in this chapter.

(5) Communication (including training)

This principle requires the organization to enshed its anti-corruption policies and procedureslkarown
and understood throughout the organizatf8This requires internal and external communicatiand
training?'° External communications are suggested in ordassore people outside of the organization of
the organization’s commitment to compliance withi-anbery laws, as well as to discourage people
intending to engage in bribery from approaching t¢hganizatiorf!! Training is necessary to inform
employees of what bribery is and should be taildeeithe risks involved in the employee’s positiéh.

2011hid.
2021hid at 21.
2031hid.
2041hid at 23.
205hid.

206 1hid at 25.
207 hid.
2081hid at 27.
2091hid at 29.
2101hid.

211 1bid at29-30.
2121hid at 30.
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(6) Monitoring and Review

This principle requires the organization to mon#ad review its procedures so the organizatiomaale
any necessary changé$The MOJ Guidance suggests that organizations nzat W involve external
verification or assurance of the effectivenessefrtcompliance procedurés.

6.4.2.2 Bribery Act 2010 Joint Prosecution Guidance

The SFO and the CPS developed the Joint Proseddtimance to ensure consistent enforcement of the
Actacross jurisdictions. The Joint Prosecution Guidasets out factors that weigh against or in fawbur
prosecution. For example, prosecution will be faeduf a company has “a clear and appropriate polic
setting out procedures an individual should folibfacilitation payments are requested and these nat
been correctly followed?® Non-prosecution will be favoured if these samecpdures and policies have
been followed?'®

The Guidance addresses defences to section 7 effedthe defendant organization must show the
existence of adequate procedures on a balancelodlpitities. The courts will consider the adequatg
company’s procedures on a case-by-case basis lec@degquate procedures are entirely dependent on the
risks faced by and the nature and size of each anypProsecutors are required to take into accinent
MOJ Guidance when assessing whether the orgamzatoti-corruption procedures are adequate.

6.5 Canadian Framework

6.5.1 Corruption of Foreign Public Officials Act

The CFPOA does not create a legal requirement for orgamizatito implement an anti-corruption
compliance program. Nevertheless, many organizama looking for guidance from the government on
how to comply with theCFPOA?!’ However, the Canadian government’s guidance oCEROAIs brief

and general and does not address the creatioreqtiate compliance prograft€ Unlike the US and UK,
there is no meaningful prosecutorial guidance ¢imeeithe content or prosecutorial impact of reabna
anti-corruption compliance programs (see Chapt&e6tion 6.3) At this point, Canadian companies have
to rely on the courts’ interpretation of the legighn in order to determine Canadian standards for
implementing effective anti-corruption programs wéwer, to date, there is only one cdsi¢ Resourcgs
where a Canadian court has indicated what a realooampliance program would look like for a mining
company carrying on business in Bangladesh.

6.5.2 Judicial Guidance

In 2011, Niko Resources Ltd was charged with byilerder theCFPOAafter a six-year investigation. The
company pled guilty, was fined $9.5 million CAD awds placed on probation for three years, requiring
independent audits and court supervision. In itbation order, the Alberta Court of Queen's Benotked
with the US DOJ in drafting the terms of the pradmatorder, particularly the compliance program

213 |bid at 31.

214 bid.

215 UK, Bribery Act 2010: Joint prosecution guidanoé the Director of the Serious Fraud Office and éditor of Public
ProsecutiongLondon: Her Majesty’s Stationary Office, 20110at

216 | bid.

217"Norm Keith,Canadian Anti-Corruption Law and Complianfdarkham: LexisNexis, 2013) at 146.

218Department of Justicdhe Corruption of Foreign Public Officials Act: Aufle (Ottawa: Canadian Cataloguing in Publication
Data, 1999), online:kitp://publications.gc.ca/collections/Collection/I@1-1999E . pdf.
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requirements. It provides some guidance on how @lanacourts may view an effective anti-corruption

compliance program. Although it is a trial levelctsion and therefore has limited binding effeot,rts

will examine the decision in the future when dewigdiwhat constitutes an adequate anti-corruption
compliance program. Clearly the Court Niko Resourceselied to some degree on US standards for
compliance programs, as it adopted terminology doinUS DPAs in relation to compliance programs.

The Alberta Court of Queen’s Bench required théofeing from Niko Resources as part of its probation
order2®®

— internal accounting controls for maintaining fair and accurat&$and records;

— arigorous anti-corruption compliance code designed to detediegmdviolations oCFPOA
and other anti-corruption laws, which includes:

0 a clearly articulated written policy against violations of @&POAand other anti-
bribery laws;

0 strong, explicit and visible support from senior management;

o compliance standards and procedures that apply to all direnffizcers, employees,
and outside parties acting on behalf of the company; and

0 policies governing gifts, hospitality, entertainment and egpgncustomer travel,
political contributions, charitable donations and sponspsstiacilitation payments
and solicitation and extortion.

— conducting risk assessment in order to develop these staratatdsrocedures based on
specific bribery risks facing the company and taking into adcaumumber of specified
factors, including the company’s geographical organizatidarantions with various types
and levels of government officials, industrial sectors of atjen, and involvement in joint
venture agreements;

— reviewing and updating anti-corruption compliance measures atleasally;

— assigning anti-corruption compliance responsibility to senmrporate executive(s) with
direct reporting to independent monitoring bodies, suchmtasnial audit or the Board of
Directors;

— a system of financial and accounting procedures designeducedag and accurate books
and records and that they cannot be used to effect or conceaybriber

— periodic training and annual certification of directors, oficemployees, agents and business
partners;

— systems for providing anti-corruption guidance and advicdinvithe company and to
business partners, confidential reporting of possible caariteons, protection against
retaliation, and responding to reports and taking approjazien;

— disciplinary procedures for violations of anti-corruptiaws and policies;

— due diligence and compliance requirements for the retention adigivt of agents and
business partners, including the documentation of such bigendie, ensuring they are aware
of the company’s commitment to anti-corruption compliance, aeeking reciprocal
commitments;

— standard provisions in agreements with agents and bupigssrs to prevent anti-corruption
violations — representations and undertakings, the righidd books and records of agents
and business partners, and termination rights in the effany breach of anti-corruption law
or policy; and

— periodic review and testing of anti-corruption compliance syste

In other cases involving offences under tGEPOA Canadian courts have not imposed corporate
compliance programs as part of their sentenceboAgh the RCMP is reportedly investigating arou@d 3

219 John Boscariol,A Deeper Dive Into Canada’s First Significant FgreBribery CaselNiko Resources LtdCase Comment
(2011),0nline: McCarthy Tetrault kttp://mccarthy.ca/article detail.aspx?id=5840
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additional case¥? until more sentencing judgments are rendered,bés guidelines for Canadian
companies in relation to adequate compliance progjrare found ilNiko Resources Ltddowever, it is
unclear how compliance programs will impact prosexal decisions and sentence mitigation. For more
information about Canadian cases involving@&POA see Chapter 7, Section 6.

6.6 Critiques of Compliance Programs

As guidelines and frameworks to prevent corrupaom becoming more prevalent, there is criticisnt tha
increased enforcement is resulting in wasteful @agnpliance. Instead of investing in efficient cdiapce
programs, companies are implementing programs degkmonly to impress prosecutéfs US Senators
Amy Klobuchar and Christopher Coons argue that-geenpliance can negatively impact the economy
through decreasing product development, exportymtizh and expansion of the workforé.

Another criticism is that the US’s over enforcemeithe FCPA has caused compliance fatitfie:

Rules and controls and training programs are essential mrgagization but at some point,
the burdens imposed by intricate matrices of rules, compégierting and approval

processes, and seemingly never-ending training requirements bacosetedrag on the

business. [...] A system that is overly-controlled, that passed its optimal point of
compliance activities, will engender backlash and bewildermenttiiose who are being

controlled. Managers and other employees will balk at the sderetivork of rules and

processes, and they won’t — and in many instances may nolebi® abcomply. Rules and

signoffs will be overlooked and training courses never taken.

As governments seek compliance with their lawspdithn must be directed to the question of whdtwes
and enforcement actions are having their intentfedteare they actually reducing the prevalencglobal
corruption? Continual analysis of the most effectivays to prevent corruption is required to ensoa¢
governments are not using excessive enforcemeatotd serve a political agenda.

A further problem with anti-corruption complianceograms is the issue of program design: the program
designers tend to be “external to the context plajenent and use?? “Disciplinary externality” occurs
when the designer is not the person who will belémenting the program and has a different work
background than those who will be implementingghegran??® Work background includes factors like
the educational background, departmental culturd &danguage” spoken by the designer and
implementer?® “Country externality” occurs when a program desigis from a different country than
those implementing and using the program, and mswltrin incompatibility with the political, sociahd
economic conditions of the country of implementafd

220Theresa Tedesco, “SNC Lavalin board goes intccfuthbat mode after RCMP lays bribery and fraud asirdgrinancial Post
(19 February 2015), online: hitp://business.financialpost.com/news/fp-streetisralin-board-goes-into-full-combat-mode-
after-remp-lays-bribery-and-fraud-charges

221 Miriam Baer, “Insuring Corporate Crime” (2008) Bgliana LJ 1035 at 1036.

222Mike Koehler,The Foreign Corrupt Practices Act in a New ENorthampton, MA: Edward Elgar Publishing, 201483af.
223 RN CorporationCulture and the Optimal Degree of Compliari2611), online: <http://Irn.com/ethics-compliance/

224 Richard Heeks & Harald Mathisen, “Understandingcgss and failure of anti-corruption initiative€0(.2) 58 Crime, L and
Soc Change 533 at 543.

225bid.

226 |bid.

227 bid.
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7. RISK ASSESSMENT

7.1 What is a Risk Assessment?

Risk assessments are premised on the conceptfpii@venting and fighting corruption effectivelyna
proportionately, requires an understanding of thlesran enterprise may fac&®A risk assessment is a
necessary starting point for all anti-corruptiomgdiance programs, as well as a way to review ticeess

of an existing program and assess where changesaded. Risk assessments examine an organization’s
exposure to internal and external risks of corarptind bribery?® An overview of risk areas allows the
company to determine necessary compliance measancetarget high-risk business sectors or countries.
Tarun describes how organizations can use rislssisgmts as a toé

A risk assessment is inter alia designed to evaluate the coogtiales and activities of the
board of directors, the chief executive officer, chief financiitef, general counsel, and
the internal audit staff and the company as a whole; to raatewnational operations and
contracts, anti-corruption training, and due diligence imbieind mergers and acquisitions;
and to then weigh the multinational company’s country risggional and/or in-country
management weaknesses, and prior enforcement history issues.

A risk assessment seeks to promote informed decis@king?®! Effective risk assessments are seen to
fulfill four goals32

(1) Identify areas of business and activities that are at risk oftown;

(2) Evaluate and analyze the risks identified and prioritize all releisks of corruption;

(3) Carry out a gap analysis of the current internal standardookgures, systems, and
controls; and

(4) Undertake a root cause analysis of internal and external causes.

Risk assessments not only provide the company avitbverview of risks in order to prevent thosegisk
from materializing, but also demonstrate to lawoecément personnel that the company is proactively
seeking to comply with the la##® As with an anti-corruption compliance program, tia¢ure and scope of
the risk assessment should be proportionate tostbe, activities, customers and markets of the
organization. A risk assessment will help deterntirescope and nature of the company’s anti-caoupt
compliance program, ensuring that resources avesaéld to major risk areas and spent where thelupso

the greatest benefit. As enforcement agencies ttmak fondly on “cookie cutter” compliance program

or compliance programs that are only found on pajpés important that any investments made in a
compliance program produce effective results wbdasuming resources that match the benefit gained.
Effective anti-corruption compliance programs reguan up-to-date and accurate understanding of the

228 United Nations Global Compact, “A Guide for AnteZuption Risk Assessment” (New York: UN Global Quant, 2013) at
10.

229 UK, Ministry of Justice Guidance about procedures which relevant commenmighnisations can put into place to prevent
persons associated with them from bribing (sec8iaf the Bribery Act 201(QLondon: Her Majesty’s Stationary Office, 2012) at
25.

230 Robert TarunForeign Corrupt Practices Act Handbod®rd ed (Chicago: American Bar Association Puliigh2013) at 99.
231 Anti-Corruption Ethics and Compliance Handbook Barsines§OECD, UNODC & World Bank2013) at 10.

232 stefania Giavazzi, Francesca Cottone & Michele Rasa, “The ABC Program: An Anti-Bribery ComplianBeogram
Recommended to Corporations Operating in a Multnal Environment” in Stefano Manacorda, FranceSeatonze & Gabrio
Forti, edsPreventing Corporate Corruption: The Anti-Briberp@pliance ModglCham: Springer International Publishing, 2014)
at 129 [ebook].

233 Jeffrey Harfenist & Saul Pilchen, “Anti-Corruptidtisk Assessments: A Primer for General Counseterial Auditors, and
Other Compliance Personnel” (2010) 2 Financial &raR 771 at 773.
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risks the company encounters. Risk assessmentkigimtitbe a one-time event; regular reviews shbeld
made to ensure that resources are properly depltyetkal with evolving risk$* Not only does a
corporation’s business evolve, but the externairenment evolves as governments and laws change. Th
OECD Recommendations provide guidance on the ugskofssessments for compan&s:

Effective internal controls, ethics, and compliance programmsegeasures for preventing
and detecting foreign bribery should be developed on the bésisrisk assessment
addressing the individual circumstances of a company, in pautitd foreign bribery risks
facing the company (such as its geographical and industrial safctmperation). Such
circumstances and risks should be regularly monitored, esses$, and adapted as
necessary to ensure the continued effectiveness of the compaagsliontrols, ethics,
and compliance programme or measures.

7.2 What Risk Areas Are Being Assessed?

According to the UK MOJ Guidance, there are termsypf risk that fall into two broad categories:ezral

risk and internal risk. The external risks thatudddoe assessed during the risk assessment anmryou
risk, sectoral risk, transaction risk, businessaopmity risk, and business partnership #&kCountry risk

is affected by such factors as government structheerole of the media and whether the country has
implemented and enforced effective anti-corruptiegislation.?*” Sectoral risk recognizes that different
sectors or industries are at a higher risk of quiom than others. For example, corruption is nppevalent

in extractive industries. Certain types of trangenst also entail higher risks of corruption. Cangpai
donations and charitable donations are transactioas have traditionally been prone to corruption.
Business opportunity risk is heightened when waykirith a multitude of contractors or intermediares
projects that do not have clear objectives. Busipestnership risk refers to the increased risk¢hmes
with working with intermediaries or partners, espig when utilizing the connections they have. gk

is especially high when their connections are withminent public officials. These external riskquize

risk assessments when companies engage in bugsiresgw country or acquire another company. Risks
assessments may also be appropriate prior tongjartiarge scale project.

The UK MOJ has also identified internal risk fastorhese are: (1) deficiencies in employee trairskijs

and knowledge; (2) a bonus culture that rewardesstee risk taking; (3) lack of clarity in policies
hospitality and promotional expenditures and paditor charitable contributions; (4) lack of cléiaancial
controls; and (5) lack of a clear anti-bribery naegsfrom top-level manageme#ft When conducting a
risk assessment, these risks may be rated bypghaiability of occurrence and the potential impathe

risk were to come to fruition (this is called inbet risk). Companies should then assess the centrol
required to reduce these risks.

Bob Tarun’sForeign Corrupt Practices Act Handboobutlines 15 key risk factors that should be
considered in a risk assessment prior to the aitignind merger of another company. These&Hre:

234 United Nations Global Compact, “A Guide for Ante@uption Risk Assessment” (New York: UN Global Quant, 2013).

235 OECD,Recommendation of the Council for Further Combafnipery of Foreign Public Officials in Internatiah Business
Transactions26 November 2009 at Annex Il.

236 UK, Ministry of JusticeGuidance about procedures which relevant commemmighnisations can put into place to prevent
persons associated with them from bribing (seciaf the Bribery Act 201d).ondon: Her Majesty’s Stationary Office, 2012).
237 For more information on countries’ risks of cortiop, see Transparency International’s rating syste

238 UK, Ministry of Justice Guidance about procedures which relevant commenmighnisations can put into place to prevent
persons associated with them from bribing (sec@iaf the Bribery Act 201(.ondon: Her Majesty’s Stationary Office, 2012) at
26.

239 Robert Tarunkoreign Corrupt Practices Act Handbadsrd ed (Chicago: American Bar Association Pulitigh2013) at 140-
41.
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(1) A presence in a BRIC country and other countries where camupsk is high;

(2) An industry that has been the subject of recent anti-bribeFC&A investigations;

(3) Significant use of third party agents;

(4) Significant contracts with a foreign government or instrualém

(5) Significant revenue from a foreign government or instrumeptali

(6) Substantial projected revenue growth in a foreign country;

(7) High amount or frequency of claimed discounts, rebates, ardsfua a foreign country;

(8) Substantial system of regulatory approvals in a foreigntogun

(9) History of prior government anti-bribery or FCPA invgations or prosecutions;

(10) Poor or no anti-bribery or FCPA training;

(11) Weak corporate compliance program and culture, in particular lgat, sales, and
finance perspectives at the parent level or in foreign countratipes;

(12) Significant issues in past FCPA audits;

(13) The degree of competition in the foreign country;

(14) Weak internal controls at the parent or in foreign countgratjopns; and

(15) In-country managers who appear indifferent or uncommittdddaws, the FCPA,
and/or anti-bribery laws.

In its guide on anti-corruption third party dueigiince for small and medium-size enterprises, the
International Chamber of Commerce considers thaskaassessment must include the following five
factors: (1) whether the third party is an entityned or controlled by the government or a publieil,

or whether the third party will be interacting withiblic officials in order to perform the contra2) the
country the third party is based in and the countngre the services are being performed; (3) thestry

the third party operates in; (4) the value of tbaetract; and (5) the nature of the work or servicebe
performed4°

7.3 Conducting an Effective Risk Assessment

At its most basic, a risk assessment involves deteng the risks a company is willing to live witas
elimination of all risks is impossible. It then mlves valuing the risks faced by the company based
probability of occurrence and the consequencedsadfisk being realized. This process reveals a eoyip
inherent risk. A risk assessment should then etalhat actions can be taken to mitigate those risid

the costs associated with doing so. The compariyttveih consider the residual risk (inherent rigsléhe
mitigated risk), which will likely never reach zeidbthe company’s residual risk is higher than tis& the
company is willing to tolerate, the company willedeto add additional protections or reconsider the
protections it has in placé!

When assessing risks, companies should consultietywaf sources to ensure that risk areas are not
overlooked. UNODC has suggested five ways to deterrthe risks a company facédThe first is to
determine the legal requirements applicable to dbmpany’s operations, remembering that highly
bureaucratic processes entail greater risks ofuptian, particularly with regard to bribery and/or
facilitation paymenté* Second, the company should consult with its irleamd external stakeholders,
such as employees and business partffEftiese stakeholders are likely able to identifgsisf corruption

240 International Chamber of Commerd¢€C Anti-corruption Third Party Due Diligence: A @i for Small- and Medium-sized
Enterprises(2015), Document 195-64 Rev2, at 8-9, onlinéttg://www.iccwbo.org/Advocacy-Codes-and-Rules/Doeumt-
centre/2015/ICC-Anti-corruption-Third-Party-Due-Igince?.

241 For more information on conducting a risk assesgnsee thénti-Corruption Ethics and Compliance Handbook Business
(2013), published by the OECD, UNODC and The W@&ddhk.

242 UNODC, Anti-Corruption Ethics and Compliance Programme Baoisiness: A Practical Guid@New York: UN, 2013) at 10
[ebook].

243 |bid at 10.

244 |bid at 11.
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that may have been initially overlooked, and alsy provide valuable insight on ways to mitigaterikk.
Third, the company should consider previous coromptases to see where other companies faileddr ha
weaknesse¥? Fourthly, a company may wish to hire external edtasits; these consultants can provide a
fresh set of eyes and point out risks that have leeerlooked by internal controls and revieiifd.astly,
companies should review risk assessment guidelinegorporate best practices into their assessiEnt

Companies may consider engaging external expetits@rsultants to conduct an effective risk assessme
For instance, TRACE International, a non-profitiness association founded in 2001 by in-house anti-
bribery compliance experts, provides its memberth w&nti-bribery compliance support, and TRACE
Incorporated offers risk-based due diligence, Bnbery training and advisory services to both merab
and non-memberd® In collaboration with the RAND Corporation, TRAGRternational developed the
TRACE Matrix, a global business bribery risk index compliance professionals, which scores 199
countries in four domains — business interactioitls the government, anti-bribery laws and enforcetne
government and civil service transparency, andagpfor civil society oversight!® and may be used by
businesses to understand the risks of businessrititb a particular country.

7.4 US Law

The DOJ and SEC see risk assessments as an dssentigonent of an effective anti-corruption
compliance prograrff® Both organizations stress the importance of implaing a risk-based compliance
program and risk-based due diligence.

7.5 UK Law

Principle 3 of the UK MOJ'$uidanceprovides insight into what constitutes an “adegquabcess” for a
risk assessment in order to form a full defencstfiat liability under section 7 of tHgribery Act%!

The commercial organization assesses the nature and extent gfdsiexto potential
external and internal risks of bribery on its behalf by pessassociated with it. The
assessment is periodic, informed and documented.

TheGuidancesuggests that a common sense approach shoulddvettathis principle to ensure that efforts
are proportionat&? In order to comply with the principle, assessmdotsnultinational firms should be
performed annually at a minimum. To be informedieasments require top-level management oversight
and the input of various legal, compliance, finahcudit, sales and country managers. Document&tio
required to prove that the risk assessment toateplaarticularly if the adequacy of the risk assegd
comes into questioft® TheGuidancegoes on to say that risk assessment proceduregan@rally include

the following characteristics:

245 | bid.

246 | bid.

247 | bid.

248 TRACE, “About TRACE”, online: &ttps://www.traceinternational.org/about-trace

249 TRACE, “TRACE Matrix”, online: <ttps://www.traceinternational.org/trace-maix

250 s, Department of Justice & Securities Exchangm@ission,A Resource Guide to the US Foreign Corrupt Prastidet
(Washington, DC: US Government Printing Office, 2Pat 58, online: kttps://www.justice.gov/criminal-fraud/fcpa-guidaxc

251 UK, Ministry of Justice Guidance about procedures which relevant commenmighnisations can put into place to prevent
persons associated with them from bribing (sec@iaf the Bribery Act 201(L.ondon: Her Majesty’s Stationary Office, 2012) at
25.

252 Colin Nicholls QC et alCorruption and Misuse of Public Officend ed (Oxford: Oxford University Press, 2011) 36.1

253 Robert Tarunkoreign Corrupt Practices Act Handbadsrd ed (Chicago: American Bar Association Pulitigh2013) at 439-
40.
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oversight of the risk assessment by top-level mamant;

appropriate resourcing — this should reflect thadesof the organization’s business and the need to
identify and prioritize all relevant risks;

identification of the internal and external infortioa sources that will enable risk to be assessed
and reviewed;

due diligence inquiries; and

accurate and appropriate documentation of theagskssment and its conclusiétfs.

7.6 Canadian Law

The Court inNiko Resourcesequired the company to complete a risk assessfttent

The company will develop these compliance standards and preseihcluding internal
controls, ethics and compliance programs, on the basisisk assessment addressing the
individual circumstances of the company, in particular foreigheby risks facing the
company, including, but not limited to, its geographicajamization, interactions with
various types and levels of government officials, industgators of operation, involvement
in joint venture agreements, importance of licenses and pénrttits company's operations,
degree of governmental oversight and inspection, and volumiengodance of goods and
personnel clearing through customs and immigration.

Canadian legislation and Canadian courts have notiged any guidelines on implementing risk
assessments as part of a compliance program; howike Resourceshows the Court’s inclination to
assess the compliance procedures in place on #ie dfathe risk assessment the company is expéated
complete.Niko Resourcesemonstrates that Canadian prosecutors may wdrkthe US DOJ and use
standard aspects of American orders to make recowfatiens to the courts regarding ways companies can
be directed to comply witBFPOA?%¢

254 UK, Ministry of Justice Guidance about procedures which relevant commemmighnisations can put into place to prevent
persons associated with them from bribing (sec@iafi the Bribery Act 201(.ondon: Her Majesty’s Stationary Office, 2012) at

25.

255 John Boscariol, “Canada: Anti-Corruption Compliaridessage Received? Risk Assessment is Your Negt,SticCarthy
Tetrault(16 August 2012), online:veww.mccarthy.ca/article_detail.aspx?id=5$85

256 John Boscariol , “A Deeper Dive Into Canada’s Fignificant Foreign Bribery Cashbliko Resources Ltd'McCarthy Tetrault
(21 November 2011), onlineh&tp://www.mccarthy.ca/article detail.aspx?id=5540
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8. DUE DILIGENCE REQUIREMENTS

As already noted, a risk assessment is one ofrgtesteps to take in fulfilling due diligence réguments
for various transactior’s’ The risk assessment will help focus the due diligeprocedures efficiently and
effectively. Risk-based due diligence, the proadsssessing the level of risk posed to deterntindeavel
of due diligence requirement®,should be conducted at a minimum during mergedsaaquisitions and
when working with third-party intermediariés.

8.1 Third Party Intermediaries

Companies often use third parties to conceal coacis, particularly bribes to foreign offici#f§ Because
many countries make companies liable for the dctisedr agents, it is important to conduct adequhte
diligence on third party intermediaries, particlyawhen working in high risk environments or on ling
risk transactions. The essential purpose of dugedite in relation to third party intermediariestas
increase knowledge of the third pattyThe DOJ and SEC guidelines indicate three crifarimndergoing
due diligence on third party intermediaries. Ficsimpanies need to understand “the qualificationts a
associations of its third party partners” and jattirly any relationship with foreign officiaté* Second,
companies should understand the business ratidoalincluding a third party intermediary in the
transaction and define the role that the thirdypaitl serve?® Third, a company should conduct ongoing
monitoring of its third party relationshig¥. The World Economic Forum suggests four steps mtaoting
risk-based due diligence on third parties. The fg$o understand third parties and determine wbites
should be subject to due diligence proceduressdisend is to assess the level of risk associattdtiag
third party; the third is to conduct the due ditige; and lastly, the process should be managetetdify
and mitigate risks®

The International Chamber of Commerce suggestsfireamall and medium sized entities, anti-conpt
third party due diligence may be conducted withtbetuse of external consultadtslt lists the following
six “pillars” upon which background information shd be sought: (1) beneficial ownership; (2) finiahc
background and payment of contract; (3) competefi¢kird party; (4) history of corruption and adser
news (from public records resources); (5) reputatcmnsulting third party’s commercial referencesyd
(6) approach to ethics and compliaiteln particular, to establish competency of thedhparty, a
company should ask whether the third party (1)dxeerience in the industry and the country wheee th
services are to be provided; (2) has necessaryfiqgaabns and experience to provide the servi¢@8shas
provided a competitive estimate for the servicesa@rovided; (4) has a business presence in tinetrgo

257 Ernst & Young,Third-party due diligence: Key components of aadatife, risk-based compliance progr&2911) at 5, online:
<http://www.ey.com/publication/vwluassetsdld/fids_0&84 duedilligence_july2011/$file/fids ww0234_dukgence_july201

1.pdb.

258 | pid.

259 This is not to suggest that due diligence shoulgt be conducted in these scenarios. Investmeatgracts with governments
and large sales or service contracts also maynequee diligence procedures.

260 ys, Department of Justice & Securities Exchangmission,A Resource Guide to the US Foreign Corrupt Prastidet
(Washington, DC: US Government Printing Office, 2Pat 60, online: kttps://www.justice.gov/criminal-fraud/fcpa-guida»c
261 \World Economic Forum/Partnering Against Corruptinitiative, Good Practice Guidelines on Conducting Third-Pdbtye
Diligence,(Geneva: 2013) at 7, online:
<wwwa3.weforum.org/docs/WEF_PACI_ConductingThirdPBxieDiligence_Guidelines 2013.xdf

262 | pid.

263 | pid.

264 |bid.

265 | bid.

266 International Chamber of Commerd¢€C Anti-corruption Third Party Due Diligence: A @ie for Small- and Medium-sized
Enterprises(2015), Document 195-64 Rev2, at 8-9, onlinéitg://www.iccwbo.org/Advocacy-Codes-and-Rules/Doeumt-
centre/2015/ICC-Anti-corruption-Third-Party-Due-Igince?.

267 |bid at 14.
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where the services are to be provided; (5) has bmmmmended by a public official; (6) has requiste
urgent payments or unusually high commissionshég)requested payments to be made in cash, tala thi
party, or to a different country; (8) suggested/thkeow the “right people” to secure the contraci €9)
has been selected in a transparent fAay.

8.2 Transparency Reporting Requirements in Extrative Industries

8.2.1 Extractive Industries Transparency Initidive (EITI)

The Extractive Industries Transparency Initiati#T()?%° is “a global standard to promote the open and
accountable management of oil, gas and mineraluress.?’° The standard requires implementing
countries to disclose certain information regardirggovernance of oil, gas, and mining revenueaurse
poor natural resource governance has frequentlytdedorruption and conflict! The EITI is an
international multi-stakeholder initiative invohgnrepresentatives from governments, companies| loca
civil society groups, and international NG&%The aim of the EITI is to “strengthen governmend a
company systems, inform the public debate and premoderstanding?™

In order to be an EITI member, a country must Hiulfie seven requirements of EIFl# which can be
briefly summarized as follows:

1. Oversight by a multi-stakeholder group.

The multi-stakeholder group must involve the coyistgovernment and companies as well as “the full,
independent, active and effective participatiosivil society.” The multi-stakeholder group musteg to
and maintain a work plan that includes clear objestfor EITI implementation and a timetable thaats
the deadlines established by the EITI Bo&rd.

2. Legal and institutional framework, including allticen of contracts and licenses.

An implementing country must disclose informatidroat the legal framework and fiscal regime relating
to its extractive industries. It must also disclasrmation relating to licences, contracts, basiaf
ownership of companies, and state participatiotnénextractive industries. Implementing countriassin
maintain a publicly accessible register for licensavarded to companies involved in the extractive
industries’®

An important new element in the February 2016 wersif the EITI Standard is disclosure of beneficial
ownership. In December of 2015, the EITI Board dedithat disclosure of the beneficial ownership of

268 |bid at 17.

269 The full EITI standard can be found online attgs://eiti.org/document/standard

2710 EITI, “Who We Are,” online: ©ttps://eiti.org/about/who-we-are

211 Kjerstin Andreasen and Victor Ponsford, e2i316 Progress Report: From Reports to Req{ts1, 2016) at 7, online:
<https://eiti.org/sites/default/files/documents/mexsreport. po.

212E|TI International SecretarigE|TI Board Manua(Oslo: EITI International Secretariat, 2016) ab8line:
<https://eiti.org/sites/default/files/documents/ditbard_manual_updated 11 july 2016_website.pdf
23EITI, “Who We Are,” online: $ttps:/eiti.org/about/who-we-a»e

274 pyveke Rogan, ed;he EITI Standard 201€ITI International Secretariat, 2016), online:
<https://eiti.org/sites/default/files/documents/esigieiti-standard_0.pet

275 |bid at 13-16.

276 |pbid at 17-21.
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companies that are involved in the extractive itriess must be mandatofy. The second requirement of
the EITI Standard sets out the timeline and requargs for how the disclosure for beneficial owngrsh
will be gradually implemented beginning in 20%Disclosure of beneficial ownership for all compemi
regardless of what sectors of the economy theyabgén, is discussed in more detail in Chapterestitn
5.2.2 of this book.

3. Exploration and production

The third EITI requirement stipulates that implertigg countries must report on the exploration fod a
production of oil, gas, and mineral resources.

4. Revenue collection

This requirement necessitates the disclosure ofmgowent revenue from the extractive industries el w

as material payments to the government by compani@dved in the extractive industries. A credible
Independent Administrator must then reconcile tiesenues and payments. Implementing countries must
produce their first EITI report within 18 months leécoming a Candidate and must produce subsequent
reports annually’®

5. Revenue allocations
Requirement 5 provides for disclosure of the alioceof revenue generated by the extractive indesti©

6. Social and economic spending
Implementing countries are required to discloséagerelevant information when companies involved i
the extractive industries must make material s@ipknditures because of legal or contractual attigs.
Implementing countries must also disclose infororatielating to quasi-fiscal expenditures and thegsiot
of the extractive industries on the econcifly.

7. Outcomes and impact
Requirement 7 seeks to promote public awarenessradetstanding of the extractive industry dataldo
encourages public debate about the effective usesofirce revenues. This section sets out requisme
for the form, accessibility, and promotion of timformation set out in the EITI reports of implemniagt
countries. It also mandates review of the outcontkimpact of EITI implementatiot¥?

8. Compliance and deadlines for implementing countries

This final requirement sets out in detail the tiraefes set out by the EITI Board for the completidthe
various actions required by the EITI, such as thigipation of EITI Report$%

277 Kjerstin Andreasen and Victor Ponsford, e2i316 Progress Report: From Reports to Req{ts1, 2016) at 5, online:
<https://eiti.org/sites/default/files/documents/mergsreport. pd.

278 Dyveke Rogan, ed’he EITI Standard 201€EITI International Secretariat, 2016) at 17-2dljre:
<https://eiti.org/sites/default/files/documents/esigieiti-standard_0.pet

219 bid at 22-26.

280 |bid at 26-27.

281 |bid at 28-29.

282 |pid at 29-31.

283|pid at 32-38.
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When a country pledges to adhere to the EITI stahdawill be deemed a “Candidate” and have 2.&rge
in order to meet all seven EITI requirements. Thantry will then be evaluated independently. If the
country has met all requirements, it will be deerf@dmpliant,” and from then on it will be revaludte
every three year§?

The full EITI Standard 201@&an be found online ath«
>

As of June 2016, fifty-one countries, including & and UK, had implemented the EITI Standard.
However, only 31 countries had been deemed EITIptiamt at that tim&% Canada has not signed on to
become an EITI Candidate countfyCanada’s legislation mandating reporting by theagtive industries

is described below in Section 8.2.4.

8.22 US

In the United States, Section 1504 of the 2010 Beidohk Act added Section 13(q) to the 1934 Seewsriti
Exchange Act, which now requires “resource extosctssuers” (all US and foreign companies that are
required to file an annual report with the SEC aredlengaged in the commercial development of ailnal

gas or minerals) to include in their annual repimifisrmation relating to any payment made by trsouece
extraction issuer, its subsidiary or an entity uritkecontrol, to the United States federal govegntror
any foreign government for the purpose of the consrabdevelopment of oil, natural gas, or mineréls.
The reports must specify the type and total amofistich payments made (i) for each project anddii)
each government.

The SEC first adopted the rules implementing Sacti®(q) in August 2012, but they were vacated gy th
US District Court for the District of Columbia imly 2013. The revised version of the rules was &&bbp
by the SEC on June 27, 20%8.Under the rules, resource extraction issuers egeired to disclose
payments that are:

0] made to further the commercial development (exfilmmaextraction, processing, export
or acquisition of a license for any such actividf)pil, natural gas or minerals;
(ii) notde minimis(i.e. any payment, whether made as a single palyaontemseries of related

payments, which equals or exceeds $100,000 duremgdme fiscal year); and
(iir) within the types of payments specified in the rutesmely:

(a) taxes;

(b) royalties;

(c) fees (including license fees);

(d) production entitlements;

(e) bonuses;

(f) dividends;

(g) payments for infrastructure improvements; and

284 E|TI, Fact Sheef2016), online: «ttps:/eiti.org/sites/default/files/documents/efitictsheet_en.psif

285 pid.

286 |pid.

287 Dodd-Frank Wall Street Reform and Consumer Pradecfict Pub L No 111-203, HR 4173, s. 1504, online:
<https://www.sec.gov/about/laws/wallstreetreform-ppié.

288 Securities and Exchange CommissiDisclosure of Payments by Resource Extraction ssd& CFR Parts 240 and 249b,
Release No 34-78167, File No S7-25-15, onlirfegtps://www.sec.gov/rules/final/2016/34-78167 »dsee also US Securities
and Exchange Commission, “SEC Adopts Rules for ResoExtraction Issuers Under Dodd-Frank Act” (€] 2016), online:
<https://www.sec.gov/news/pressrelease/2016-132=html
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(h) community and social responsibility payments, ¢fuieed by law or contraé®

Resource extraction issuers are required to comjilythe new SEC rules starting with their fiscaly
ending no earlier than September 30, 2€18.

8.23 UK

The United Kingdom Extractive Industries Transpagemmitiative Multi Stakeholder Group (MSG) is
charged with implementing the EITI in the UK. Th& Has no legislation requiring companies to diselos
payments, making the UK EITI a voluntary processt Majesty’s Revenue and Customs department can
only disclose information from extractive companigiso give their consent. A total of 71 extractive
companies participated in compiling the UK EITlisst report, published in 2016, while six oil anasg
companies made material payments but did not peat&>®! The report included detailed information
about £3,233 million of revenues received by UK &ownent Agencies from extractive companies in
2014. An independent administrator has been abledoncile £2,431 million of those payments to
disclosures made by companfés.

8.2.4 Canada

In Canada, th&xtractive Sector Transparency Measures @&3TMA,?*® which came into force on June
1, 2015, requires specified companies involvetiéneixtractive sector to report payments made tcedom
and foreign governments. The stated purpose dE8TEMAIS:

to implement Canada’s international commitmentpadicipate in the fight against
corruption through the implementation of measupmdieable to the extractive sector,
including measures that enhance transparency amgures that impose reporting
obligations with respect to payments made by estifThose measures are designed to
deter and detect corruption including any formsarfuption under any of sections 119
to 121 and 341 of thériminal Codeand sections 3 and 4 of tBerruption of Foreign
Public Officials Acf®*

TheESTMAapplies to a corporation, trust, partnership beptnincorporated organization that is engaged
in the commercial development of oil, gas or miteraither directly or through a controlled orgaatian,

and (1) is listed on a stock exchange in Canadd)dnas a place of business in Canada, does badimes
Canada or has assets in Canada and, based onstdidated financial statements, meets at leastofwo
the following conditions for at least one of itsotwost recent financial years: (a) it has at [&26tmillion

in assets, (b) it has generated at least $40 millicevenue, and (c) it employs an average aéaxdtl250
employee$® Thus, an entity that has its shares listed onsémgk exchange in Canada will be subject to
the ESTMAreporting requirements even if it does not do hess$, does not have assets in Canada or does
not meet the size-related criteria.

289 |pid at 25-28.

290 pid at 28.

291 United Kingdom Extractive Industries Transparehigiative, UK EITI Report for 2014(2016), at 5, 11, online:
<https://www.gov.uk/government/uploads/system/upsbaiiachment_data/file/537177/bis-16-194-uk-eitieme-2014.pdb.
292 United Kingdom Extractive Industries Transparemigiative (UK EITI), UK EITI Report for 2014April 2016), online:
<https://www.gov.uk/government/uploads/system/upsbaiiachment data/file/537177/bis-16-194-uk-eibiend-2014.pds.
293 Extractive Sector Transparency Measures A€t,2014, ¢ 39, s 376, onlineatsp://laws-lois.justice.gc.ca/eng/acts/E-
22.7/FullText.htr.

2% bid, s 6.

2% |bid, ss 2 (entity), 8(1).
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An entity must report every payment, whether manyatain kind, that is made to a single payee latren
to the commercial development of oil, gas or mifseesad that totals, as a single or multiple paymsent
CA$100,000 or more within one of the following aatees:

(1) Taxes (other than consumption taxes and persocaine taxes);

(2) Royalties;

(3) Fees (including rental fees, entry fees and regujatharges, as well as fees or other
consideration for licences, permits or concessjons)

(4) Production entitlements;

(5) Bonuses (including signature, discovery and pradadionuses);

(6) Dividends (other than dividends paid to payeesrdmary shareholders); and

(7) Infrastructure improvement payments.

The term “payee” in thESTMAIncludes:

(a) any government in Canada or in a foreign state;

(b) a body that is established by two or more governsyem

(c) any trust, board, commission, corporation or badguthority that is established to exercise or
perform, or that exercises or performs, a powety du function of government for a
government referred to in paragraph (a) or a beétsrred to in paragraph (BY.

Reports are due within 150 days after the endefittancial year and must include an attestatiodazy
a director or officer of the entity, or an indepentlauditor or accountant, that the informatiothireport
is true, accurate and complétgAn entity must keep records of its payments feewen-year period from
the day on which it provides the reptit.

Non-compliance with th&eSTMA and its reporting and record-keeping obligatiomspunishable on
summary conviction by a fine of up to $ 250,000 CRDBecause each day of non-compliance forms a
new offence, an unreported payment could res@trimultimillion-dollar liability. However, s. 26(lgf the
ESTMAcreates a defence to liability if the person ditgfiestablish that they exercised due diligentz”
prevent the commission of the offence.

In 2016, the Ministry of Natural Resources releasedGuidancé® and Technical Reporting
Specification®? to theESTMA Since theESTMAcame into force in 2015 and it does not requiee th
companies to provide reports with respect to tharfcial year in progress on that day or any previou
financial year® the companies are expected to submit their E&TMAreports not later than 2017. The
provisions of theeSTMAalso do not apply to the payments made to Abasigiovernments in Canada
before June 1, 2054

2% bid, ss 2 (payment), 9(2).

297 |bid, s 2 (payee).

2% |pid, ss 9(1), (4).

299 |bid, s 13.

300 |pid, s 24.

301 Ministry of Natural Resources Canaéixtractive Sector Transparency Measures Act — Gadé2016), online:
<http://www.nrcan.gc.ca/sites/www.nrcan.gc.ca/fikeising-materials/PDF/ESTMA-Guidance_e.pdf

302 Ministry of Natural Resources Canaéixtractive Sector Transparency Measures Act — TieahReporting Specifications
(2016), online kttp://www.nrcan.gc.ca/sites/www.nrcan.gc.ca/fikeising-materials/PDF/ESTMA-Technical_e.pdf
303 Extractive Sector Transparency Measures &€t,2014, ¢ 39, s 30.

304 bid, s 29.
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While theESTMAhas a similar purpose to that of the EITI, it idikaly that the reporting requirements in
the ESTMAwould meet the more stringent requirements of thH.EAs mentioned earlier, however,
Canada has never pledged to adhere to EITI.

8.3 Mergers and Acquisitions

Due diligence is widely recognized as an imporfaator in any merger or acquisition (M&A) transacti

305 When conducting anti-corruption due diligencehe tontext of M&A transactions, a core aim is to
determine the extent to which operations and rexgiithe target business have been distorteditgripr
and to flag any corruption risks the successor bajiable forf%® A further aim is to mitigate potential
risks and to begin a monitoring program for th@éarto ensure the acquisition’s compliance with-ant
corruption laws%’ Transparency International outlines the followtag good practice principles for anti-
bribery due diligence in mergers, acquisitions iavestments

1. The purchaser (or investor) has a public anti-byilpslicy;

2. The purchaser ensures it has an adequate antippglmgram that is compatible with
theBusiness Principles for Countering Bribayyan equivalent international code or
standard;

3. Anti-bribery due diligence is considered on a prtipoate basis for all investments;

4. The level of anti-bribery due diligence for thengaction is commensurate with the
bribery risks;

5. Anti-bribery due diligence starts sufficiently garh the due diligence process to
allow adequate due diligence to be carried outfanthe findings to influence the
outcome of the negotiations or stimulate furtheiew if necessary;

6. The partners or board provide commitment and ogbktsio the due diligence
reviews;

7. Information gained during the anti-bribery duegtince is passed on efficiently and
effectively to the company’s management once thestment has been made;

8. The purchaser starts to conduct due diligence proportionate basis immediately
after purchase to determine if there is any curbeibery and if so, takes immediate
remedial action;

9. The purchaser ensures that the target has or aglopidequate anti-bribery program
equivalent to its own; and

10. Bribery detected through due diligence is repottetthe authorities.

The six stages to the due diligence process ar@ifiating the process; (2) initial screening) (&tailed
analysis; (4) decision; (5) post-acquisition dugednce; and (6) post-acquisition integration and
monitoring®® Transparency International also developed theviollg checklist of 59 indicators to be
used as an aid in anti-bribery due diligef€e:

305 peter Wilkinson,Anti-Bribery Due Diligence for Transactions: Guidan for Anti-Bribery Due Diligence in Mergers,
Acquisitions and Investmentsed by Robert Barrington (Transparency InternatiorUK, 2012) at 14, online:
<http://www.transparency.org.uk/publications/aniblery-due-diligence-for-transactioms/ This guide by Transparency
International provides details on each stage indte diligence process. The checklist provides cmmprehensive guidance to
companies in conducting adequate anti-bribery dligiedce in the context of mergers and acquisitions

306 |bid at 6.

307 bid.

308 bid at iv.

309 bid at 8.

3101bid at 14-18.
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Bribery Due Diligence Process

Is the bribery due diligence integrated into the diligence process from the start?
Have milestones been set for the bribery due ditge

Is the timetable adequate for effective anti-biyduwe diligence?

Have the deal and due diligence teams been trairtb@ir company’s anti-bribery
program including the significance of relevant &gjion?

Have the deal and due diligence teams been traireati-bribery due diligence?
Is there a process implemented for co-ordinationsacfunctions?

Has legal privilege been established with use okga counsel and external legal
advisers?

Is there a process for dealing with any bribergalered during the due diligence?
Is the person responsible for anti-bribery dueydilice at a sufficiently senior level
to influence the transaction’s decision-makers?

Geographical and Sectoral Risks

Is the target dependent on operations in countriese corruption is prevalent?
Does the target operate in sectors known to beggimhigh risk of bribery?
Are competitors suspected to be actively usingdoyilin the target's markets?

Business Model Risks

Does the organizational structure of the targetefosn effective anti-bribery
program or present risks?

Is the target dependent on large contracts ocalilicenses?

Does the target implement an adequate anti-bripergram in its subsidiaries?

Is the target reliant on agents or other intermésia&

Has the target been assessed for its exposure tof ustermediaries that operate
in countries and sectors prone to corruption risks?

Does it have policies and effective systems to tmurrisks related to
intermediaries?

Does the target require contractual anti-bribeapdards of its suppliers?

Does the target’s organizational structure prebeibery risks — e.g. diversified
structure?

Is the target reliant on outsourcing and if so lde® ¢ontracted outsourcers show
evidence of commitment and effective implementatibthe target’'s anti-bribery
program?

Legislative Footprint

Is the target subject to the UK Bribery Act andiee US FCPA?
Are there equivalent laws from other jurisdictidhat are relevant?



24.
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26.
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31.

32.
33.

34.
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39.

40.

41.
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43.
44,
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Organizational

Does the target’s board and leadership show conenitnto embedding anti-
bribery in their company?

Does the target exhibit a culture of commitmengttuical business conduct? (Use
evidence such as results of employee surveys)

Has the senior management of the target carriedmaissessment of bribery risk
in the business?

Have there been any corruption allegations or atiovis related to members of
the target’s board or management?

Have the main shareholders or investors in theetangd a history of activism
related to the integrity of the target?

Have there been any corruption allegations or aiioris related to the main
shareholders or investors in the target?

Does the target have an active audit committee ¢lvatsees anti-corruption
effectively?

Anti-Bribery Program

Does the target have an anti-bribery program thatthes that recommended by
Transparency International UK?

Is the anti-bribery program based on an adequskebdsed approach?

Is the anti-bribery program implemented and eftexi

Key Bribery Risks

Has the target been assessed for its exposumktofipaying large bribes in public
contracts or to kickbacks?

Has the target been assessed for risks attachex$pitality and gifts?

Has the target been assessed for risks attachieal/éd expenses?

Has the target been assessed for risks attachpetditioal contributions?

Has the target been assessed for risks attacheszhaotable donations and
sponsorships?

Has the target been assessed for risks attacladilitation payments?

(Foreign) Public Officials (FPOs)

Is there an implemented policy and process fortify@mg and managing situations

where FPOs are associated with intermediariespoest and prospects?

Have any FPOs been identified that are associaitbdintermediaries, customers

and prospects?

Is there an implemented policy and process fortifjémg and managing situations

where FPOs are associated with intermediariespowst and prospects?

Have any FPOs been identified that present paaticigk?

Is there evidence or suspicion that subsidiarieéatermediaries are being used to
disguise or channel corrupt payments to FPOs @rsth
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Financial and Ledger Analysis

45. Have the financial tests listed on page 11 of @nansparency International’s
“Anti-Bribery Due Diligence for Transactions” Guidee been carried out?

46. Are the beneficiaries of banking payments cleatgntifiable?

47. 1s there evidence of payments being made to intdiaries in countries different
to where the intermediary is located and if sothespayments valid?

48. Is there evidence of regular orders being placdzhinhes just below the approval
level?

49. Are payments rounded, especially in currencies laitje denominations?

50. Are suppliers appointed for valid reasons?

51. Is there evidence of suppliers created for bribeny. just appointed for the
transaction, no VAT registration?

52. Is there evidence of special purpose vehicles eteatact as channels for bribery?

Incidents

53. Has a schedule and description been provided afipgior threatened government,
regulatory or administrative proceedings, inquirigsnvestigations or litigation
related to bribery and other corruption?

54. Has the target provided a schedule of any intenvalstigations over the past five
years into bribery allegations?

55. Has the target been involved in any bribery incidem investigations not reported
by the target?

56. Has the target sanctioned any employees or digedtothe past five years for
violations related to bribery?

57. Has the target sanctioned any business partnéhns ipast five years for violations
related to bribery?

58. Is there an implemented policy and process fornteqpbribery when discovered
during due diligence?

Audit Reports

59. Has the target provided any reviews, reports oitgudternal and external, carried
out on the implementation of its anti-bribery pray?

Failure to conduct adequate due diligence whenhasing a company may result in charges under anti-
corruption legislation. In February 2015, the SE@a@unced charges against Goodyear Tire & Rubber
Company for violations of the FCPB8y subsidiaries in Kenya and Angoleghe SEC Order indicates that
Goodyear did not conduct adequate due diligencenvithpurchased its Kenyan subsidiary and did not
implement adequate anti-corruption controls afteracquisitiorf!!

311 SEC Order/JSA before the SEC in the Matter of Goodyear TirRuébber Companyno 74356, Feb 24, 2015, at 3, online:
<https://www.sec.gov/litigation/admin/2015/34-74 35d>.
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Goodyear did not detect or prevent these improper payments béctileel to conduct
adequate due diligence when it acquired Treadsetters, and faileghlamient adequate
FCPA compliance training and controls after the acquisition.

Pre-acquisition due diligence is not always possilplarticularly in hostile takeovers. The DOJ has
indicated that companies who are unable to perfadequate pre-acquisition due diligence may still be
rewarded for due diligence efforts conducted postissition3!? Investigating for corruption prior to
acquisition is not sufficient to be in compliancghithe FCPA. The DOJ and SEC have indicated théy w
also evaluate the extent the acquiring companygiated internal controls into the acquired comp2hy.

The UK MOJ Guidance, in Principle 4 on Due Diligenstates*

The commercial organization applies due diligence procedures, takirgportionate and
risk based approach, in respect of persons who perform Igpexibrm services for or on
behalf of the organization, in order to mitigate identifieddry risks.

The MOJ encourages companies to carefully condigerbribery risks that transactions pose to the
company and assess the requisite due diligencedguoes for ensuring that the company is awareef th
risks and has a plan to deal with any risks thaensize.

312 ys, Department of Justice & Securities Exchangmiission,A Resource Guide to the US Foreign Corrupt Prastidet
(Washington, DC: US Government Printing Office, 2Pat 62, online: kttps://www.justice.gov/criminal-fraud/fcpa-guida»c

313 |bid.

314 UK, Ministry of Justice Guidance about procedures which relevant commenmighnisations can put into place to prevent
persons associated with them from bribing (sec8iaf the Bribery Act 201(QLondon: Her Majesty’s Stationary Office, 2012) at
27.
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9. INTERNAL INVESTIGATION OF CORRUPTION

When senior officials or the board of a companypeus that the company may have been involved in
corruption in one or more of its transactions, thr&y choose to conduct an internal investigatisnéted

in Chapter 6 of this book (on investigation andsgaution of corruption), there are various reagons
conduct an internal investigation:

e To convince enforcement bodies to use prosecutdigatetion not to bring charges;

e To gather evidence and prepare a defence or négotistrategy for prosecutions, enforcement
actions and/or litigation with shareholders;

e To fulfill management’s fiduciary duty to the commyés shareholders and satisfy shareholder
concerns;

e To assess the effectiveness of internal accouptiogedures.

To the extent that the internal investigation riesswill be handed over to the relevant enforcenheuly as
part of a company’s attempts to negotiate a favwanasolution with the prosecutor, it is stronagivisable

to hire an experienced and respected external lateyeonduct or manage the internal investigatfm.
external counsel’s investigation will be given faneater credibility by the relevant law enforcement
agencies than a similar investigation conductedndyouse counsel or the company’s regular external
counsel.

Chapter 6, Section 4.2 of this book sets out fiasid steps to follow when counsel is advising thard
on undertaking an internal investigation in cadesleged corruption.

10. CORPORATE LAWYERS' POTENTIAL LIABILITY FORA CLIENT’S
CORRUPTION

10.1 Introduction

Lawyers may be liable civilly, criminally, or adnistratively for their acts or omissions in regaodat
client’s business activities. Criminal provisions conspiracy, aiding, abetting and counselling yappl
lawyers assisting their clients in illegal transaiws. Accessory liability is also applicable invate law
actions in tort and contra Furthermore, legal malpractice is a tort availabléndividuals injured by
the acts or omissions of their lawyers. Civil lidpi may arise for economic loss due to a lawyer’s
intentional or negligent involvement in corruptrtsactions. Lastly, regulatory agencies, such agsies
commissions, may discipline, expel, or fine lawyfersegulatory violations related to corrupt tracons.

10.2 Criminal Liability

As discussed in Chapter 3, the US, UK and Canada ¢trdminal provisions that could result in a lawye
being criminally liable for membership or partidifpa in a conspiracy to commit an offence of cotiup,
or for aiding, abetting, or counselling a crime coitted by a client. For instance, when the formegean

315 paul DaviesAccessory LiabilitfOxford Press, 2015).

January 2017



LAWYERS' LIABILITY FOR A CLIENT'SCORRUPTION 8-63

State governor James Ibori pleaded guilty in thétddnKingdom to conspiracy to defraud and money-
laundering offences, his London solicitor Bhadr€sbhil was also convicted of money laundering. To
divert funds from the sale of shares in a stateemlvtelecommunications company, lbori's lawyer
established Africa Development Finance consultioghygany. Because both the consultancy and the
solicitor charged fees for fictitious services, $8iflion in proceeds were diverted to them. Thegeidwho
sentenced Mr. Gohil to 10 years of imprisonmenscdbed him as the architect of this schétfie.

10.3 Accessory Liability in Civil Actions

Accessory or assistance liability in tort law magult in civil liability for lawyers who assist elits in
committing a tort in relation to a corrupt transacf!’ The client and lawyer are referred to as joint
tortfeasors. This concept originated alongside ssmg liability in criminal proceedings, but thensinal
and civil actions have since divergé&iAccessory liability is a subset of joint tortfeatmw and is divided
into its own subset¥? This section provides only a brief overview of tbpic.

10.3.1 US Law

In the US, a leading case on accessory liabilityatberstam v WelcF° which was described by the US
Supreme Court as being a “comprehensive opiniothersubject®! Other leading cases applying this
doctrine tend to be statutory securities cd$eGenerally, accessory liability in the US requiteat the
accessory “knows that the other's conduct conssitatbreach of duty and gives substantial assestanc
encouragement to the othéf®

10.3.2 UK Law

A leading UK caseSea Shephard UK v Fish & Fish L&kts out the test for finding a defendant liable as
a joint tortfeasor where the defend&fit:

(1) Has assisted in the commission of the tort by anothermerso
(2) The tort is pursuant to a common design; and
(3) An act is done that is tortious.

Lord Sumpton noteéf®

In both England and the United States, the principlesojot fortfeasorship] have been
worked out mainly in the context of allegations of accessiability for the tortious
infringement of intellectual property rights.

316 United Nations Office on Drugs and Crime (UNODD)igest of Asset Recovery Cases” (New York/Vienbaited Nations,
2015), at 11, 22, online:ndtps://www.unodc.org/documents/corruption/Publmas/2015/15-05350 Ebook. pdf

317 1bid. For more details about civil actions for compermaif damages in tort in the context of asset regpgee Section
2.4.5.2(a) of Chapter 5.

318 paul Davies, “Accessory Liability for Assisting ifg’ (2011) 70 Cambridge LJ 353 at 353.

319 For a general overview on various subsets of AsmgsCivil Liability, see Martin Kenney, “British ivin Islands: Accessory
Civil Liability,” Mondaq Business Briefin@008, August 27) (LexisNexis).

320 Halberstam v Welgty05 F.2d 472489 (DC Cir 1983).

321 Central Bank of Denver, NA v First Interstate BarfilDenver NA, 511 US 164 (1994) at 181.

322 | pid.

323 Restatement (Second) of Torts § 876(b) (1977)additional material on this topic, see W. KeetbalgedsLaw of Torts5th
ed (St Paul, MN: West Group, 1984).

324 Sarah Johnson & Alastair Shaw, “UK Supreme Coartfioms test for joint liability in tort”Hogan Lovells(3 April 2015)
online: LimeGreen IP News htp://www.limegreenipnews.com/2015/04/uk-supremartconfirms-test-for-joint-liability-in-
tort/>.

325 Sea Shepherd UK v Fish & Fish |{2015] UKSC 10, [2015] WLR 694 at para 40.
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The civil law has tended to require procuremerdraslement to establish accessory liabffityln CBS
Songs v Amstrad Consumer Electronics @lt)K Court found that procurement was more thareiyier
“inducement, incitement, or persuasion”. Advicenslavould not result in a finding of accessory lidyi
more active participation would be requiréd.

10.3.3 Canadian Law

Canadian courts have adopted and applied the Bragfnition of joint tortfeasors. Canadian courée

not defined the minimum “degree of participatioajuired for the secondary tortfeasor to be liabtdte
primary tort?® However, Canadian courts have said that a “coedeaction to a common end” is
required®?® Although this has not been defined by the colittgeg this statement suggests that some act
must be committed to put the tort in motion ordubstantially assist in its commission, as in Endlan

10.4 Tort of Legal Malpractice

Legal malpractice actions are an option for dis§ati clients or third parties seeking private esdrfor
harm attributable to a lawyer’s violation of histar duties to a client or the legal professiSihe tort

may occur when a lawyer is professionally negligémeaches a contract and/or breaches his or her
fiduciary duty to a client. Legal malpractice re@sia harmed party with standing to show that raatpre
occurred, and that as a result of that malpractie harmed party suffered damadigsn doing so, the
harmed party must show that but for the lawyer'$pnaectice, the harm would not have occurred or woul
have been less. As statedHommer v Pulley, Watson, King & Lischer, PBn a legal malpractice case,

a plaintiff is required to prove that he would haive suffered the harm alleged absent the neglgehc
his attorney.?*?

Professional negligence is a common action in #itegory of legal malpractice. The UK caRess v
Cautersstates that solicitors owe a duty of care to tbiénts and to third parties who could reasonakly b
expected to suffer loss or damageThis has generally been accepted in the US anddzarThis duty
could apply to a lawyer who negligently advised tha client's conduct does not constitute an aféeaf
corruption when in fact it does, or that a cliemtrgi-corruption compliance program and its implatagon
are adequate, when they clearly are not. Malpraetitions may also be possible if a lawyer faidisolose
the actual or planned corrupt conduct of an em@pggent, or officer to more senior officers or toard

of directors. In-house counsel in particular mayehelauses in their employment contracts requicertain
actions if they encounter corruption in the orgatian. Failure to act in the way outlined in their
employment contract on uncovering corruption mayitan a breach of contract claim against the kawy
The Supreme Court of CanadaGentral Trust Co v Rafu$¥ held that the standard of care for solicitors
is that of “the reasonably competent solicitor,iadly competent solicitor and the ordinarily peund

326 paul Davies, “Accessory Liability for Assisting ifg’ (2011) 70 Cambridge LJ 353.

$27CBS Songs v Amstrad Consumer Electronicgp888] AC 1013, [1988] UKHL 15. For additional megds on this topic, see
Hazel Carty, “Joint Tortfeasance and Assistanceilitg’ (1999) 19 Leg Studies 494.

328 John Flemingl.aw of Torts5th ed (Pyrmont, NSW: Thomson Reuters (Professjoqadtralia: Lawbook Co., 1977) at 237-8.
329 bid.

330 R, Bruce Andersortncyclopedia of White-Collar and Corporate Crin2ed ed by Lawrence Salinger (Thousand Oaks, CA:
Sage Publications, 2018)b verdd'legal malpractice”.

3311bid.

332Hummer v Pulley, Watson, King & Lischer, Pi&7 NC App 60, 577 SE 2d 918 (2003).

333Ross v Caunter§1979] 3 All ER 580, [1979] 3 WLR 605.

334 Central Trust Co v Rafusf,986] SCJ No 52,1986] 2 SCR 147 at 208.
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solicitor.”** This follows the English authorities, which stttet the standard of care is one of “reasonable
competence and diligenc&®

10.5 Shareholders’ or Beneficial Owners’ Action&gainst the Corporation’s Lawyer
10.5.1 US Law

In Stichting Ter Behartigin Van de Belangen Van Oudaathouders in Het Kapitaal Van Saybolt Int'l
BV v Schreiberan American Court allowed the shareholders ofdéfndant company to maintain an
action for legal malpractice against the compategal counset®’ The company had been found criminally
liable under the FCPA for paying a bribe after gmiradvised that the bribe could be paid through th
company'’s subsidiary to avoid liability under th@fA. The defendant argued that no such causeiohact
existed in law but the Court rejected that arguniera pre-trial motion and allowed the shareholders
continue their action against the lawyer defendant.

10.5.2 UK Law

In the UK, Zambia’s Attorney General launched agie law claim against two UK lawyers and theimfr

for their participation in “allegedly giving dishest assistance in the misappropriation” of puhlicdis3®

This claim was for “dishonest assistance” and civimgpin corrupt acts; it was not a claim for pregeonal
negligence. The Attorney General alleged that #weyérs had assisted the former president of Zambia,
Frederick Chiluba, in corrupt acts and the misappabon of public funds. The Attorney General of
Zambia was successful at the lower court levelgoudppeal the action failed because the courtdfolnit

the lawyers had not crossed the line from incommetdo dishonest{?® The test applied is known as the
“fool or knave test” and is a difficult test to ntehen trying to prove legal malpractice. Despliie Court

of Appeals decision, Chiluba’s lawyer Mohammed Iddaer was suspended from the practice of law for
three years for failure to uphold professional deads®*°

In contrast, in the Kuwaiti Investment Organizati{itiO) case, Spanish attorney Juan Jose Folchi
Bonafonte was held civilly liable for assistingdiwert funds from the KIO’s subsidiary Grupo Tor(&sT).
Sheikh Fahad, a member of the Kuwaiti royal fanilyAl-Sabah and the chairman of the KIO between
1984 and 1992, made a number of questionable imesss causing a loss of $4 billion to the KIO, of
which $1.2 billion were attributable to fraud, emblement and misappropriatiétt. The England and
Wales Court of Appeal commented on Mr. Folchi'sdlwement in this matter as a lawyer in the follogvin
manner:

The [trial] judge was not prepared to hold that Mr Folchi wasnspirator. But his findings of
fact about what Mr. Folchi did know, or shut his eyegadke his conclusion out of the sphere
of hypothesis. The assistance that Mr. Folchi gave in altahsactions was crucial and without

335 Alice Woolley et al Lawyers’ Ethics and Professional Regulat{texisNexis Canada, 2012) at 174.

336 For more information, see: Halsbury’'s Laws of Gimdonline) Legal ProfessiofilV(5)(2)(a)) (2013 reissue). English
authorities includéletcher & Son v Jubb, Booth & Helliwg[l1920] 1 KB 275 (CA)Groom v Crocker[1939] 1 KB 194, [1938]
2 All ER 394 (CA).

337 Stichting Ter Behartigin Van de Belangen Van Ouda&thouders in Het Kapitaal Van Saybolt Int'| B\Gehreibey 327 F
(3d) 173 (2d Cir 2003). For more details aboutlcgtions based on the FCPA violations in the canté asset recovery see
section 2.4.5.4(a) of Chapter 5.

338 Jean-Pierre Brun et @Public Wrongs, Private Actions: Civil Lawsuits ted®ver Stolen Assetg/orld Bank Publications,
2014) at 122-3.See alZambia v Meer Care & Desai (a firm) & Or2007] EWHC 952 (Ch) andambia v Meer Care & Desai
(a firm) & Ors,[2008] EWCA Civ 1007.

339 |bid at 124

340 UNODC, “Digest of Asset Recovery Cases” (New York/Vienbaited Nations, 2015) at 21.

341 |bid at 9, 21-22.
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it they could not have taken place as they did. He was justiels a linchpin in giving dishonest
assistance as he would have been if he was a conspirator. ltenas/ibus duty of an honest
lawyer to make more enquiries as to why very large sums oéyneare being dealt with in
highly questionable ways, and to stop the transaction® iflil not receive satisfactory
explanations. Mr. Folchi repeatedly failed in his duty antbimsequence GT suffered los$®s.

10.5.3 Canadian Law

The common law in Canada provides some limited aeerof redress against lawyers for aggrieved
investors. Lawyers may be liable to their corpordients for misrepresentations or negligence. tated
by Gillen3*3

If the client is found liable for a misrepresentation in trespectus, the client could sue the
lawyer for negligent advice or assistance in the preparatioregirtispectus. The lawyer
may also have a duty to the public requiring the lawyediscourage the client from
distributing securities under a misleading prospectus argibhpsequiring the lawyer to
disclose, or "blow the whistle", where a client persists wulith use of a misleading
prospectus

However, often a corporation is unable or unwilltogoursue its lawyers for unlawful or negligentsaar
omissions, particularly if the board of directossimvolved in them. Shareholders who wish to pursue
corporate lawyers for the torts committed againstdompany have an additional hurdle in seekirptd

the corporate lawyer liable; they must first estdibthat a duty of care is owed by the corporats/éa to

the shareholder, rather than just to the corpalaat. After establishing the duty of care, theysihshow
that the lawyer breached that duty.

This duty of care is difficult to establish becalseyers owe an overriding duty to their clientdaamy
duty to a third party may come into conflict witketr duty to their client. Policy reasons, suchtesfear

of liability to an indeterminate class for an ingl@hinate amount, may prevent the court from finding
duty to shareholders. Even if the duty is establisiCanadian courts rarely find a breach of thg dit
care on the part of lawyers. Generally, the candd that the lawyer took reasonable care to fulfé duty

or that the circumstances did not give rise toarable suspicion, which would require increased due
diligence on the part of the lawyer.

In CC&L Dedicated Enterprise Fund v Fishermam, Ontario court found that f&ima facieduty of care
exists when a lawyer makes representations toresiing public for the purpose of furthering the
investments in their clienf* In Filipovic v Upshall the Court found that the lawyer “stood in a stiéfint
relationship of proximity with the plaintiffs to gander a duty of care on their pat¥®In Filipovic, the
shareholders confirmed the corporate solicitorgaitments to the corporation, knew the solicifoosn
previous dealings and wrote their cheques dirgotiyne solicitors on the instructions of the proemstof
the investment. The court found that the duty of ¢Howed through the company to the shareholdaus,
did not arise independent of the company its&fHowever, inFilipovic, the court found that the solicitors
discharged their duty in a “reasonably competedt@ofessional manne#*’ In coming to this decision,
the court considered the fact that the solicitad tvorked with the principals before with no higtof
dishonesty and that the solicitors took instrucidrom the principals of the company, who would

342Khaled Naser Hamoud Al-Sabah and Juan Jose Folohafnte v Grupo Torras $f2000] EWCA Civ J1102-9.
343 Mark Gillen, Securities Regulation in Canad2nd ed (Scarborough: Carswell, 1998).

344 CC&L Dedicated Enterprise Fund v Fisherm@®01) 18 BLR (3d) 240, 2001 CanLll 28387 (Ont Sup Ct).
345 Filipovic v Upshall (998), 19 RPR (3d) 88 (Ont Ct J (Gen Div)), affichigy the CA at [2000] OJ No 2291.

346 |bid at para 64.

347 |bid at para 67.
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reasonably have the authority claimed. The cosd fdund a lack of circumstances that would redsigna
raise the solicitors’ suspicions.

10.6 Lawyers’ Civil Liability under Securities Acts

Lawyers’ liability under securities legislation iisiportant in the corruption context because corngora
lawyers often work with publically traded corpodats. In addition, the SEC is a major enforcer @f th
FCPA. Violations of anti-corruption and anti-brigdaws may result in additional violations of setias
regulations, as the corporation may fail to acalyalisclose their financial position and poteniiabilities

to the financial market. An investor who purchasehare shortly before a company is investigatedrfo
charged with corruption offences could see theevalutheir investment fall drastically in a shoetriod,
either due to negative public perception of the pany or because of the massive fines imposed on the
company upon conviction or settlement. As disclesamd investigation of corruption and bribery may
have a significant impact on the value of a comfmshares, securities law is applicable in the-anti
corruption context?®

348 For US law on this topic see: 17 CFR § 240.106%51), 15 USC § 78t(ejarbanes-Oxley Act of 20025 USC 7201, 116
Stat 745 § 307 (2002), 17 CFR § 205, and Secuiitiehange CommissioRules of Practice and Rules on Fair Fund and
Disgorgement Plan2006, § 102(e) online:htps://www.sec.gox. For more information on UK Securities Regulafisee Joan
Loughery,Corporate Lawyers and Corporate Governangambridge & New York: Cambridge University Pre2811).

For more information on Canadian securities regaiatsee David Johnston, Kathleen Rockwell & Ceisfiord, Canadian
Securities Regulatiorbth ed (Markham, ON: LexisNexis, 2014) and Markl&si] Securities Regulation in Canadard ed
(Toronto: Thomson Carswell, 2007). Note that Caisaskecurities law varies provincially.
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